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COPYRIGHT NOTICE

Copyright in this work is owned by Cengage
Learning Australia (“the work”). A condition of
purchase of this electronic version of the work is
that you agree to respect the copyright in the
work, abide by the Copyright Act 1968 and
specifically agree not to transfer, sell, assign,
misuse, copy or transmit an electronic or other
version of the work to any third party.

Please note: This product is accompanied by a
licence (single user, network or adoption)
governing the terms and conditions of its use.




This is a legal agreement between the you,
(the “Customer™) and Cengage Learning
Australia Pty Limited (ABN 14 058 280 149)
(the “Licensor”) which provides the terms
and conditions of this non-exclusive licence
and the limited warranty for the Product.
Use of the Product indicates an
acknowledgement that the Customer has
read and agreed to be bound by the terms
and conditions of this Agreement. If you do
not agree to these terms and conditions,
return the Product to the place of purchase
within 15 days of the date of purchase (with
proof of purchase) for a full refund

1. Licence Grant

You do not receive title to the Product.
Copyright in the Product (which includes
all images, photographs, video,
animations, audio, music and text
incorporated in the Product, including all
of the accompanying printed material) is
owned by the Licensor and/or its
suppliers and is protected by Australian
copyright laws. The Licensor grants you
a non-exclusive licence to use the
Product subject to the restrictions and
terms set out in this Agreement.

2. A Licence allows you to:

Use the Product on your computer. The
Customer represents that they shall in
no way place the Product in the public
domain or in any way compromise our
copyright in the Material. You agree to
take reasonable steps to protect our
copyright.

3. You may not:

Alter, modify, translate, reverse
engineer, decompile, or adapt the
software or create derivative works
based on the Product. Make further
copies by any means technological,
electronic, digital whatsoever without
the written permission of the Licensor.
Rent or transfer all or any part of your
rights under this Agreement. Remove or
alter any copyright or other proprietary
notice or label attached to the software.

4. Termination

Any failure to comply with the terms and
conditions of this agreement will result
in the automatic termination of this
licence. Upon termination of this licence
for any reason, the Customer must
destroy or return to the Licensor all
copies of the software and
accompanying documentation.

5. Warranties

To the extent permitted by law, the
Licensor’s liability for any breach of the
warranty or any term implied by law into
this licence is limited to the lowest cost
of replacing the goods, acquiring
equivalent goods or having the goods
repaired.
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Preface

This seventh edition of Applied Computing VCE Units 1 & 2 incorporates the changes to the
VCAA VCE Applied Computing Study Design that took effect from 2020.

This textbook looks at how individuals and organisations use, and can be affected by,
information systems in their daily lives.

We believe that teachers and students require a text that focuses on the Areas of Study
specified in the Study Design, and that presents information in a sequence that allows
easy transition from theory into practical assessment tasks. We have therefore written this
textbook so that a class can begin at Chapter 1 and work their way systematically through
to the end. Students will encounter material relating to the key knowledge dot points for
each Outcome before they reach the special section that describes the Outcome. The
Study Design outlines key skills that indicate how the knowledge can be applied to produce
a solution to an information problem. These Outcome preparation sections occur regularly
throughout the textbook, and flag an appropriate point in the student’s development for
each Outcome to be completed. The authors have covered all key knowledge dot points for
the Outcomes from the Applied Computing VCE Units 1 & 2 course.

Our approach has been to focus on the key knowledge required for each school-assessed
Outcome, and to ensure that students are well prepared for these; however, there is
considerable duplication in the Study Design relating to the knowledge required for many of
the outcomes. We have found that, with an Outcomes approach, we are sometimes covering
the same material several times. For example, knowledge of a problem-solving methodology
is listed as key knowledge for many different outcomes. In these cases, we have tried to
provide a general coverage in the first instance, and specifically apply the concept to a
situation relevant to the related outcome on subsequent encounters.

The authors assume teachers will develop the required key skills with their students within
the context of the key know|edge addressed in this textbook and the resources available to
them.

We have incorporated a margin column in the text that provides additional information
and reinforcement of key concepts. The margin column also includes activities related to
the topics covered in the text, and consideration of issues relevant to the use of information
systems.

Outcome features are included at several points in the book, indicating the nature
of the tasks that students are to undertake in the comp|etion of the school-assessed
Outcome. The steps required to complete the Outcome are listed, together with advice
and suggestions for approaching the task. The output and support material needed for
submission are described. Sample tasks and further advice relating to the outcomes are
available at https://www.nelsonnet.com.au.

The chapters are organised to present the optimum amount of information in the most
effective manner. The text is presented in concise, clearly identified sections to guide students
through the text. Each chapter is organised into the sections described on pages vii-viii.


https://www.nelsonnet.com.au
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How to use this ~1-1-1 ¢

KEY KNOWLEDGE

The key knowledge from the VCAA Applied Computing VCE Units 1 & 2 Study Design that

you will cover in each chapter is listed on the first page of each chapter. The list includes key
know|edge speciﬁed in the Outcome related to the chapter.

FOR THE STUDENT

The first page of each chapter includes an overview of the chapter’s contents so that you are

aware of the material you will encounter.

FOR THE TEACHER

This section is for your teacher and outlines how the chapter fits into the overall study of
Applied Computing, and indicates how the material relates to the completion of Outcomes.

CHAPTERS

The major learning material that you will encounter in the chapter is presented as text,
photographs, screenshots and illustrations. The text describes in detail the theory associated
with the stated outcomes of the Applied Computing VCE Units 1 & 2 Study Design in easy-
to-understand language. The photographs show hardware, software and other objects that
have been described in the text. lllustrations are used to demonstrate concepts that are more
easily explained in this manner.

Throughout the chapter, glossary terms are highlighted in bold, light-blue text and you

can find their definitions at the end of the chapter, in Essential terms.

MARGIN COLUMN

The margin column contains further explanations that support the main text, weblink icons,
additional material outside the Study Design and cross-references to material covered
elsewhere in the textbook. Issues relevant to Applied Computing that you can discuss with
your classmates are also included in the form of ‘Think about Applied Computing’ boxes

(right).

CHAPTER SUMMARY

The chapter summary at the end of each chapter is divided into two main parts to help you
review each chapter.
Essential terms lists the glossary terms that have been highlighted throughout the chapter.
Important facts is a list of summaries, ideas, processes and statements relevant to the

chapter, in the order in which they occur in the chapter.

THINK ABOUT EI

APPLIED COMPUTING

Project management
tools are useful to find
the perfect number
of people needed on

a task so it is finished
as quickly as possible
without anyone being
idle. Use software to
develop a Gantt chart
to plan the baking of a

cake. Assume you can
use as many cooks as
you want.

vili



viii

TEST YOUR KNOWLEDGE

These are short-answer questions that are provided to help you when reviewing the chapter
material. The questions are grouped, and identified with a section of the text, to allow your
teacher to direct appropriate questions based on material covered in class. Teachers will be

able to access answers to these questions at https://www.ne|sonnet.com.au.

APPLY YOUR KNOWLEDGE

Each chapter concludes with a set of questions requiring you to demonstrate that you
can apply the theory from the chapter to more complex questions. The style of questions

reflects what you can expect in the end-of—year examination. Teachers will be able to access

suggested responses to these app|ications at https:”www.ne|sonnet.com.au.

PREPARING FOR THE OUTCOMES

This section appears at points in the course where it is appropriate for you to complete an
Outcome task. The information provided describes what you need to do in the Outcome,
the suggested steps to be followed in the comp|etion of the task and the material that needs
to be submitted for assessment.

NELSONNET

The NelsonNet student website contains:
+ multiple-choice quizzes for each chapter, mirroring the VCAA Unit 3 & 4 exam.

« additional material such as spreadsheets and imcographics.

A weblink page is also provided for all weblinks that appear in the margins throughout the
textbook. This is accessible at the student website at https:”ne|sonnet.com.au.
The NelsonNet teacher website is accessible only to teachers and it contains:

« answers for the Test your knowledge and Apply your knowledge questions in the book
. samp|e SACs
+ chapter tests

. practice exams.

Please note that comp|imentary access to NelsonNet and the NelsonNetBook is only
available to teachers who use the accompanying student textbook as a core educational
resource In their classroom. Contact your sales representative for information about access

codes and conditions.

HOW TO USE THIS BOOK

0780170440806
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Outcomes

OUTCOME
Unit 1

Data analysis

Area of Study1 On completion of this unit the student should be able to interpret teacher-provided solution
Outcome 1 requirements and designs, collect and manipulate data, analyse patterns and relationships, and
deveiop data visualisations to present ﬁndings.
Data and - types and purposes of qualitative and quantitative data p- 3
« characteristics of data and information p-5
« sources, methods and techniques for acquiring and referencing primary and secondary data and
' s q 5 g 8P 5 iy p. 5
mformatlon
« interpretation of information for communication and decision makin %
P g P
. Factors. aﬂfectmg the quality of data and information, such as accuracy, bias, integrity, relevance 512
and rellabillty
« characteristics of data types and data structures relevant to selected software tools p-15
+ procedures for the legal and ethical collection and use of data and information, such as using 18
consent forms P
- techniques for protecting data and information from misuse, such as de-identifying personal 23
data and the use of physica| and software security controls b
Approaches to » structural characteristics of spreadsheets and databases, such as cells, fields, records and tables p.72
problem solving
- types and purposes of data visualisations suitable for educating, entertaining, informing and 39
Persuading audiences P
« functional and non- functional reqwrements of solutions constraints and scope p- 59
. des;l.gn tools for representln.g the functlonallty and appearance of databases, spreadsheets and 63
data wsuallsations such as annotated dlagrams and mock ups r
. Formats and conventions smtable for databases, spreadsheets and data wsuailsatlons P- 68
« software functions and techniques for efhiciently and effectively manipulating, validating and 77
p-

testing data to develop databases, spreadsheets and data visualisations

Interactions and

- Australian Privacy Principles relating to the acquisition, management and communication of

impacts data and information including non-identification of individuals (Principle 2), information only 8
being held for its primary purpose (Principle 6) and the security measures used to protect P-
personal information (Principle 11)
« ethical issues arising from the acquisition, storage and use of data and information p- 31
Key skills - acquire and reference data and information from primary and secondary sources, taking into

account ]ega| and ethlcal consnderatlons

. analyse the selected data and dlscuss the relationships and patterns |dent|ﬁed

. lnterpret solutlon reql.urements, constraints and scope

. interpret designs using appropriate design tools to represent the Functionality and appearance
oF databases spreadsheets and data wsuallsatlons

e use sottware and select and apply functlons formats conventions, data valldation and testlng
technlques to efﬁmentiy mampulate data and create data visualisations

- compare and interpret data visualisations

0780170440806



OUTCOME

Unit 1
Area of Study 2

Outcome 2

Program ming

On completion of this unit the student should be able to interpret teacher-provided solution

requirements to design, develop and evaluate a software solution using a programming language.

Dig‘t‘al systems « functions and capabilities of key hardware and software components of digital systems required p- 110
for processing, storing and communicating data and information
Data and « characteristics of data types p. 124
e e,
» types of data structures p. 126
Approaches"tu . features of" functlona| and non- functlonal so|ut|on reqwrements constralnts and scope p- 120
cablcnmoling S R
P ik . de5|gn tools for representlng the functlonallty and appearance of solutlon des:gns such as data p. 134
drctlonarles mock—ups and pseudocode
+ naming conventions for solutlon elements such as ﬁ|es functlons methods and varlab|es p- 136
- processing features of a programmlng language p. 152
. characterlstlcs of |nterna| documentatlon p 164
. formattmg and structural characterlstlcs of input and output such as ﬁle Formats p 166
« testing and debugglng technlques to ensure software solutions meet requirements such as test p. 169
tables and test data
. techmques For evaluatmg the eFﬁmency and effectiveness of software solutions p- 177
« project plans to coordinate and monitor the tasks, lncludmg sequencing and time allocation to p- 118
create software solutions
Key:Ski"s - ana|yse solution requirements to deve|op a software solution P 120
« select and use appropriate design tools to represent solution designs p 133
« use a range of data types and data structures Pp- 124 126
. develop a software solution usmg approprlate processmg Features of a programmmg |anguage p- 152
.__ demgn and apply suntab[e test:ng and debugglng techmques usmg approprlate test data . __Pf_169 |
. eva!uate the eFECIency and eﬁectweness of the software solution to meet reqmrements p. 177
« document and monitor pro_ject plans using software p- 18

X OUTCOMES

9780170440806



OUTCOME

Unit 2 Innovative solutions
Area of Study 1 On completion of this unit the student should be able to, in collaboration with other students,

COiteamna | analyse, design, develop and evaluate an innovative solution to an identified need or opportunity
involving a digital system.

Digital systems - components of digital systems p. 195
- types of digital devices used for a range of current and emerging applications such as smart p- 195

phones, smart refrigerators and virtual assistants

+ emerging trends in digital systems and the importance of innovation to organisations, such as | p-195
improving efficiency and effectiveness of customer service and maintaining competitiveness |

» functions and capabilities of digital systems used by individuals and organisations, such as p-208
assistive technologies, financial services, global positioning system (GPS) devices, robotics and
traffic management

Data and » techniques for collecting data to determine user needs and requirements, such as interviews - p-246
information and surveys
Approaches to « techniques for documenting the development of solutions p. 242
problem solving : _ sy i _ i ) =
- solution specifications such as functional and non-functional requirements, constraints and - p-247
scope

« characteristics of creative and innovative solutions p- 251

» design tools and techniques for representing solution designs, such as mock-ups, pseudocode, | p. 252
sitemaps and storyboards '

« functions and techniques for developing innovative solutions p- 267

. techniques for validating and testing solutions p. 261

« evaluation criteria and techniques for evaluating the eﬂ‘iciency and effectiveness of innovative p- 272
solutions

» tools and techniques for coordinating and monitoring projects, such as Gantt charts p. 242

Interactions and » goals and objectives of digital systems p- 218

impact ~
P » economic issues involving emerging technologies, such as access, deskilling, job loss, misuse and | p. 219

sustainability

» the impact of current and emerging technologies, such as automation, cyberbullying and the p. 224
decline of physical human interactions and interpersonal skills

» key legislation and how emerging technologies are affected by: the Copyright Act 1968, the .; p. 234
Health Records Act 2001, the Privacy Act 1988 and the Privacy and Protection Act 2014 |

« ethical issues arising from the deve|opment of emerging technologies p- 239

OUTCOMES xi
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Key skills

Unit 2
Area of Study 2

Qutcome 2

Digital systems

« investigate a problem, need or opportunity and identify potential users and purpose p. 251

+ propose a range of methods to collect data for analysis p- 246

- analyse and document solution requirements to develop an innovative solution p. 247

+ select and use appropriate design tools for generating solution designs p. 257

. develop an innovative solutlon us;ng appropnate d|g|tal systems p- 267

. document the development of the mnovatwe solutlon p. 242

. demgn and apply suutable valldatlon and testlng technlques p. 262

. ldentlfy and d[scuss potentml |egal and ethical issues aﬁ'ectmg the development of an p- 239
innovative solution

« apply evaluation criteria and evaluate the efficiency and effectiveness of an innovative solution p. 272
to meet a need or opportunity

+ document, monitor and modify project plans using a Gantt chart p. 242

Network security

On completion of this unit the student should be able to respond to a teacher-provided case

study to examine the capabilities and vulnerabilities of a network, design a network solution,

discuss the threats to data and information, and propose strategies to protect the security of data

and information.

» applications and capabilities of LANs, Wide Area Networks (WANSs) and Wireless Personal p- 284
Area Networks (WPANSs)

« functions and characteristics of key hardware and software components of networks required p- 290
for communicating and storing data and information

« strengths and limitations of wired, wireless and mobile communications technology, measured p- 297
in terms of cost, data storage options, data transfer rate, reliability and security

. technlcal underpmnmgs of intranets, the internet and wrtual prwate networks p. 305

. demgn tools for representmg the appearance of networks p- 308

« security threats to data and information, such as improper credential management, malicious p. 309
software, outdated versions of software and weak passwords

« technical underplnnsngs of malware that can mtentmnally threaten the security of networks, p- 310
such as denial of service attacks on webmtes spyware viruses and worms

« data and network protectlon strategles, such as authentlcat:on techniques and symmetric and p- 313
asymmetnc encryptmn methods

« preventative practices to reduce risks to networks such as appllcatlon of firmware, disaster p- 317
recovery plans, operatlng system updates software malware updates and staff procedures

« technical underpinnings of intrusion detection systems (IDS) and intrusion prevention systems p- 319
(lPS)

« the role of ethical hackmg p- 324

Xii OUTCOMES
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OUTCOME

Interactionsand | « risks and benefits of using networks in a global environment p. 324
N + key legislation that affects how organisations control the storage and communication of data p- 326
and information: the Health Records Act 2001, the Privacy Act 1988 and the Privacy and Data
Protection Act 2014
« ethical issues arisir;g from data and information security practices p- 329
Key skills « identify and describe the applications and capabilities of different networks p. 284
| - examine the impact of common network vulnerabilties | p309
. design anetwork solution with wireless capability | p.297
» identify and evaluate threa;ts to the security of data and information p- 309

* propose and justify strategies to protect the security of data and information within a network p- 313

« identify and discuss possible legal and ethical issues arising from ineffective data and p-324
information security practices

Reproduced from the VCE Applied Computing Study Design (2020—-2023) © VCAA; used with permission.

OUTCOMES xiii
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Problem-solving

methodology

When an information problem exists, a structured problem-solving methodology is followed
to ensure that the most appropr]ate solution is found and imp|emented. Forthe purpose of this
course, the problem-solving methodology has four key stages: analysis, design, development
and evaluation. Each of these stages can be further broken down into a common set of
activities. Each unit may require you to examine a different set of problem-solving stages. It
is critical for you to understand the problem-solving methodology because it underpins the

entire VCE App|ied Computing course.

Stages of the problem-solving methodology

-
<L

o)

>

© : :

2 | I v '

i . . .

=) Analysis Design Dee lopment Ea luation

~

a Activ ties Activ ties Activ ties Activities
)

) Solution Solution Manipulation Solution

2 —> : —> . R . - "

& requirements design (coding) evaluation
&

E’L

S Solution Ea luation — Evaluation
o > . o RS -+ Validation —> |

2 constraints criteria strategy

=

<,

25 Scopo gt > Testing

.2 solution

CE

3% .

05 —» Documentation

o 8

- 4 |

FIGURE 1 The four stages of the problem-solving methodology and their key activities

Analyse the problem

The purpose of analysis is to establish the root cause of the problem, the specific information
needs of the organisation involved, limitations on the problem and exactly what a possible

solution would be expected to do (the scope). The three key activities are:

1 identifying solution requirements — attributes and functionality that the solution needs

to include, information it must produce and data needed to produce this information

2 establishing solution constraints — the limitations on solution development that need to
be considered. Constraints are classified as economic, technical, social, legal and related

to usability

3 defining the scope of the solution — what the solution will and will not be able to do.

Xiv



Design the solution

During the design stage, several alternative design ideas based on both appearance and
function are planned and the most appropriate of these is chosen. Criteria are also created
to select the most appropriate ideas and to evaluate the solution’s success once it has been

implemented. The two key design activities are:

1 creating the solution design — it must clearly show a developer what the solution should
look like, the specific data required and how its data elements should be structured,
validated and manipulated. Tools typically used to represent data elements could
include data dictionaries, data structure diagrams, input—process—output (IPO) charts,
flowcharts, pseudocode and object descriptions. The following tools are also used to show
the relationship between various components of the solution: storyboards, site maps, data
flow diagrams, structure charts, hierarchy charts and context diagrams. Furthermore,
the appearance of the solution, including elements such as a user interface, reports,
graphic representations or data visualisations, needs to be planned so that overall layout,
fonts and their colours, for example, can be represented. Layout diagrams and annotated
diagrams (or mock-ups) usually fulfil this requirement. A combination of tools from each
of these categories will be selected to represent the overall solution design. Regardless of
the visual or functional aspects of a solution design, at this stage a test for the design to

ultimately ensure the solution is Functioning correctly must also be created

2 specifying evaluation criteria — during the evaluation stage, the solution is assessed to
establish how well it has met its intended objectives. The criteria for evaluation must be
created during the design stage so that all personnel involved in the task are aware of
the level of performance that ultimately will determine the success or otherwise of the
solution. The criteria are based on the solution requirements identified in the analysis

stage and are measured in terms of eFﬁciency and effectiveness.

Develop the solution

The solution is created by the developers during this stage from the designs supplied to
them. The ‘coding’ takes place, but also checking of input data (validation), testing that the
solution works, and the creation of user documentation. The four activities involved with

development are:

1 manipulating or coding the solution — the designs are used to build the electronic
solution. The coding will occur here and internal documentation will be included where

HECESSGFY

2 checl(ing the accuracy of input data by way of validation — manual and electronic methods
are used; for example, proofreading is a manual validation technique. Electronic validation
involves using the solution itself to ensure that data is reasonable by checking for existence,
data type and that it fits within the required range. Electronic validation, along with any

other formulas, always needs to be tested to ensure that it works properly

PROBLEM-SOLVING METHODOLOGY xv
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3 ensuring that a solution works through testing — each formula and function, not to
mention validation and even the layout of elements on the screen, needs to be tested.
Standard testing procedures involve stating what tests will be conducted, identifying
test data, stating the expected result, running the tests, stating the actual result and

correcting any errors

L documentation allowing users to interact with (or use) the solution — while it can be
printed, in many cases it is now designed to be viewed on screen. User documentation
normally outlines procedures for operating the solution, as well as generating output
(such as reports) and doing basic troubleshooting.

Evaluate the solution

At some time after a solution has been in use by the end user or client, it needs to be
assessed or evaluated to ensure that it has been successful and does actua”y meet the user’s

requirements. The two activities involved in evaluating a solution are:

1 evaluating the solution — providing feedback to the user about how well the solution meets
their requirements, needs or opportunities in terms of efficiency and effectiveness. This
is based on the ﬁndings of the data gathered at the beginning of the evaluation stage

when compared with the evaluation criteria created during the design stage

2 working out an evaluation strategy — creating a timeline for when various elements of the
evaluation will occur and how and what data will be collected (because it must relate to

the criteria created in the design stage).

PROBLEM-SOLVING METHODOLOGY
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Key concepts

Within each VCE App|ied Computing subject are four key concepts whose purpose Is to
organise course content into themes. These themes are intended to make it easier to teach
and make connections between related concepts and to think about information problems.
Key know|edge for each Area of Study IS categorised into these key concepts, but not all
concepts are covered by each Area of Study. The four key concepts are:

1 digita| systems

data and information

approaches to prob|em so|ving

N NN

interactions and impact.

Digital systems focus on how hardware and software operate in a technical sense. This
also includes networks, app|ications, the internet and communication protoco|s. Information
systems have digita| systems as one of their parts. The other components of an information
system are people, data and processes.

Data and information focuses on the acquisition, structure, representation and
interpretation of data and information in order to elicit meaning or make deductions. This
process needs to be comp|eted in order to create solutions.

Approaches to problem solving focuses on thinking about problems, needs or
opportunities and ways of creating solutions. Computational, design and systems thinking
are the three key problem-solving approaches.

Interactions and impact focuses on relationships that exist between different information
systems and how these relationships affect the achievement of organisational goals and

objectives. Three types of re|ationships are considered:

1 how peop|e interact with other people when co||aborating or communicating with digita|

systems
2 how peop|e interact with digital systems

3 how information systems interact with other information systems.

This theme also looks at the impact of these relationships on data and information needs,

privacy and persona| satety.
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Unit INTRODUCTION
VCE Unit 1 of Applied Computing looks at how software tools such as
databases and spreadsheets can be used to create visualisations of data.
Students also study programming languages.

Throughout the unit, students will apply the stages of the problem-
solving methodology. They will plan and monitor the progress of the
tasks using project-management concepts. Different types of data will

be acquired and manipulated in database and spreadsheet software.
There are two outcomes to be completed in Unit 1.

OUTCOME 1 Your teacher will provide you with solution requirements
and designs for which you need to gather and organise appropriate data,
analyse it and present the findings as data visualisations. As part of

the solution development you will need to validate your data and apply
appropriate formats and conventions to the data visualisations.

OUTCOME 2 You will be provided with a set of program requirements
by your teacher. You are to use these speciﬁcations to design, deve|op
and evaluate a solution created in a programming language. You will
monitor the progress of your programming project, although you do not
need to use project-—management software.
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CHAPTER

On completion of this chapter, you will

be able to demonstrate knowledge of:

Data and information

types and purposes of qualitative and
quantitative data

characteristics of data and information

sources, methods and techniques for
acquiring and referencing primary and

secondary data and information

interpretation of information for
communication and decision making

factors affecting the quality of data
and information such as accuracy, bias,

integrity, relevance and reliability

characteristics of data types and data
structures relevant to selected software

tools

procedures for the Iegal and ethical
collection and use of data and
information, such as using consent forms

techniques for protecting data and
information from misuse, such as de-
identifying personal data and the use of
physica| and software security controls

Interactions and impacts

Australian Privacy Principles relating

to the acquisition, management and
communication of data and information
such as non-identification of individuals
(Principle 2), information only being held
for its primary purpose (Principle 6) and
the security measures used to protect

persona| information (Princip|e 1)

ethical issues arising from the
acquisition, storage and use of data and
information

VCE Computing Study Design (2019) © The Victorian

Curriculum and Assessment Authority (VCAA). Used with
permission.

Data analysis

In this chapter, you will respond to a teacher-provided analysis of
requirements and designs to identify and collect data in order to present
your findings as data visualisations.

This chapter is based on Unit 1, Area of Study 1, and, together with
Chapter 2, provides the key knowledge required to complete Unit 1,
Outcome 1. At the end of Chapters 1 and 2, students should be able to
interpret teacher-provided solutions requirements and designs, collect
and manipulate data, analyse patterns and relationships, and develop

data visualisations to present findings.
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CHAPTER 1 » DATA ANALYSIS '

Understanding research

Some people consume research, and others produce research. Consumers of research spend
a lot of time reading other people’s research rather than conducting their own. On the
other hand, producers of research investigate or explore an area that has relevance to them,
interpret their data and then communicate their findings.

FIGURE 1.1 Producers of research often

start with a theory or a research question.

Theories are usually general statements that describe something, provide an
explanation of why something happens, and can be applied to predict what will happen
in the future. Theories are, in principle, falsifiable or disprovable; that is, they contain
information about the sorts of events that, if they were to happen, would show the theory
to be false.

Some research questions are tied closely with theories. Research questions assist
researchers to narrow the focus of the topic of the investigation. For example, ‘Is therapeutic
exercise of benetfit in repairing cognition impairment in octogenarians?’

Hypotheses, on the other hand, are based on probabilities about what will happen
according to the applied theory. Theories are tested by using data-collection tools such as
surveys and/or interviews, and then the results of the study will either confirm or disprove
the hypothesis.

Types of research

Investigating or researching topics of interest may be undertaken using quantitative or
qualitative research methods.

Quantitative data is measurable and specific, and is therefore relatively easy to chart
or graph. At a simplistic level, quantitative data gathering is based on verifying a research
question through the use of statistics and data that is largely numerical, while qualitative data
provides a more in-depth understanding.
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SPSS and MiniTab are
statistical software
packages used to analyse
quantitative data.

NVivo is an example of a
software package designed
to help with the analysis
of qualitative data. It lets

a researcher sort and
classify qualitative (non-
numerical) information,
identify relationships within
it and examine whether

it supports particular
hypotheses.

The following is an example of quantitative data:

56.0 per cent said a lack of role models was a significant or moderate obstacle to
their career advancement.

Professionals Australia (2018). All Talk: Gap between policy and practice a key obstacle
to gender equity in STEM — 2018 Women in STEM Professions Survey Report August 2018, page 32.

When data has been gathered using surveys, focus groups, observation or other methods,
quantitative data can be analysed by using software such as Excel, the Statistical Package for
the Social Sciences (SPSS) and Minitab. This takes time and often involves hours of data
entry, depending on the complexity of the data-gathering instrument. For data gathering,
online surveys such as SurveyMonkey, Qualtrics, Google Forms and Microsoft Forms allow
users to create surveys and manage the collection and analysis of quantitative data.

Qualitative data is about qualities or attributes, and is much harder to measure than
quantitative data. You can gather qualitative data using instruments such as interviews, focus
groups, video footage and observation. Generally, qualitative data needs to be recorded
accurately and transcribed at a later stage. Online survey software permits qualitative data to
be entered through text boxes.

The analysis of qualitative data is quite different from that of quantitative data. With
quantitative data, the researcher looks for themes or patterns through the use of numbers,
while with qualitative data, the researcher establishes rich descriptions and finds themes
through reading the text and classitying these themes. The following example of qualitative
data gathering is more descriptive:

Survey respondents noted that a lack of role models and the lack of women both
in the workplace and in senior roles were issues that impacted them. Respondents
also noted that women in senior roles were not necessarily always positive role
models and that in male-dominated workplaces and professions, career support and
advancement for women could often depend on positive male role models.

Professionals Australia (2018). All Talk: Gap between policy and practice a key obstacle
to gender equity in STEM — 2018 Women in STEM Professions Survey Report August 2018, page 32.

Advantages and disadvantages of quantitative
and qualitative data

Participants are more willing to be part of a quantitative study as it is less demanding of them.
Often, quantitative studies use surveys, which can capture a large sample. Having a large
sample size provides statistical validity, and helps to accurately reflect the characteristics,
attitudes or views of the population. Data is interpreted, relationships are identified and
findings are then communicated. Conversely, because surveys do not have a provision for
probing the participants further, the answers provided do not have as much depth and are at
times superticial. If too much information were provided, researchers would be overwhelmed
by the amount of data collected and would not be in a position to analyse it. This can also be
due to time and budgetary constraints.

Qualitative research provides for rich, in-depth studies of participants. Researchers can
ask further questions, especially if something of interest arises. Generally, qualitative studies
are small, and provide a narrative description of a sample group. Data-gathering tools can
include interviews and focus groups. However, because the sample size is small and the
sample is not very random, conclusions may not generalise readily to a larger sample size.
Findings may be peculiar to a particular sample.
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Data and information

The terms ‘data’ and ‘information’ are often used interchangeably. Data refers to the raw,
unorganised facts, figures and symbols. Data can also mean ideas or concepts before they
have been refined. In addition to text and numbers, data also includes sounds and images
(still and moving).

Information is produced when data is manipulated into a meaningful and useful form.
This can be achieved by organising the data and presenting it in a way that suits the needs
of the intended audience. The information produced can be used to inform, entertain or
persuade an audience. When information makes it possible to identify individuals, protecting
their privacy becomes a consideration.

Primary and secondary data
and information

There are many sources of data and information, and many methods and techniques used
to collect it. These include:
- what people say in interviews, focus groups, questionnaires/surveys, personal
histories, biographies;
« images, audio recordings and other audio-visual materials;

« records generated for administrative purposes (e.g. billing, service provision) or
as required by legislation (e.g. disease notification);

« digital information generated directly by the population through their use of
mobile devices and the internet;

« physical specimens or artefacts;

« information generated by analysis of existing personal information (from clinical,
organizational, social, observational or other sources);

- observations;
- results from experimental testing and investigations; and

« information derived from human biospecimens such as blood, bone, muscle and

urine.
National Health and Medical Research Council.
National Statement on Ethical Conduct in Human Research 2007 (updated 2018). Page 33.

Sources

Primary sources of data provide a firsthand account of a person, object, event or
phenomena. Many of the methods and techniques outlined in the National Statement
on Ethical Conduct in Human Research are sources of primary data. Questioning them
or surveying their opinions can provide different insights and more in-depth data than
using information from secondary sources. The data will often be more up-to-date and
can provide more unusual and important insights into issues, especially at the immediate
local level, than secondary sources, which often present overall conclusions and general
summaries.
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A group interview is also
known as a focus group.

Techniques and methods

Collecting data is usually done through methods such as surveys and interviews. While
the results of surveys are easy to present graphically, interview results often can only
be presented as written summaries and conclusions. However, both require analytical
discussions to interpret their meaning.

Surveys contain a range of questions that relate directly to the research question being
investigated. Participants may answer these questions by selecting a response from a list of
alternatives, such as A/B/C/D, selecting multiple options from a given list, using a Likert
scale (either 1 to 5, very low to very high, strongly agree to strongly disagree), or in short or
extended text-based responses.

Interviews are usually conducted face to tace, sometimes in groups, and, depending
on the number of interviews being conducted, it can take a substantial amount of time to
conduct and analyse the responses. A major feature of an interview is the opportunity for
in-depth follow-up and clarification questions. These are not possible with surveys, which
are often answered in private. Interviews are very useful for eliciting people’s feelings,
attitudes and opinions, which are too complex to easily record in a survey.

Data collection methods

Before we can produce information, we first must start with data. Methods such as surveys,
interviews or observation provide a means of capturing data. Other ways to collect data
electronically include using sensors, such as traffic cameras and satellites, and online sources,
such as websites or data logs. The data collected can be used for a variety of purposes,
including describing, predicting and improving processes within an organisation or for
research.

Surveys

Surveys are common methods used to collect data. They can provide data about what
the respondents think is true, or their preferences for consumer goods and political
parties. A survey can be a quick way of gathering large amounts of data. Surveys need to
be carefully designed, otherwise the participants’ responses may not provide suitable data
to analyse, rendering them useless. Questions used in a survey must be carefully worded
so that the response will provide meaningful and useful data without the need for further
clarification.

Focus groups

A focus group is the meeting of a small group of individuals who are guided through a
discussion by a researcher, similar to a group interview. The group is carefully selected to
fit a particular demographic and so the researcher can obtain the necessary data through a
guided discussion that probes the participants” attitudes about the topic. Focus groups often
comprise between five and 12 people and the discussion is loosely structured to encourage
ideas to flow.

Interviews

Interviews are used to elicit people’s opinions and beliefs. They can be used to gather data
for research projects. Interviews are usually conducted with one or more participants in a
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quiet and relaxed atmosphere. They should be recorded, with the interviewee’s permission,
with easily used and unobtrusive audio or video equipment. Writing down the responses
during the interview is not helpful to the interviewer or the interviewee. These records
are research data in themselves, but may also be transcribed later. Collating and analysing
information can be difficult and time-consuming and may require the use of someone with
expertise. There are many interview styles that can be used:

« structured interviews, which follow a set list of questions
 semi-structured interviews, which follow a list of issues to be explored

 unstructured interviews, which involve spontaneous generation of questions and where
the interview is driven by the interviewee rather than the interviewer.

Open-ended and closed questions

Questions used on a survey and during an interview can be open-ended or closed.
Closed questions limit the responses available to the respondent (Figure 1.2, page 8).
They include Yes/No’ boxes, multiple-choice questions, and scales on which attitudes
and beliefs are measured using responses such as ‘strongly agree’, ‘agree’, ‘disagree’ or
‘strongly disagree’.

Closed (or closed-ended) questions are generally considered to be quantitative in nature.
They are called ‘closed’ because the range of answers the participant can choose is limited.
They are considered to be quantitative because the response options can be converted to
numbers. For example:

How often do you wash your car?

| always wash my car.

| sometimes wash my car.

| occasionally wash my car.

| wash my car once in a while.

—_ N W kB~ WU

| never wash my car.

Each of these options can have a value placed next to it. However, we do not talk
in numbers and we shouldn’t create surveys that only have numbers. Surveys should be
thought of as a conversation between the person asking the questions and the person
answering them.

Open-ended questions do not limit the answers that the respondent can give
(Figure 1.3, page 8). They should be worded so that the responses received are capable
of correct interpretation. For instance, it you asked the question, ‘How do you feel about
the widespread use of computer games?’, the responses would probably be too broad to
be usefully categorised and analysed. The wording must therefore limit the scope of the
possible responses to specitic areas of interest: ‘How has the playing of computer games
atfected your child’s school results?” Open-ended questions also allow for follow-up
questions, which are called probing questions, such as “‘Why?” or ‘Please give an example’.
Such questions tend to elicit more detail.

Open-ended questions are ‘open-ended’ because participants are free to answer in any
manner they choose. Unlike closed questions, there are no response options specified.
They are qualitative because responses are considered and measured by feel rather than by
numbers.
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Closed questions are easier to develop, quicker to administer and answer, easier to collate
and analyse, and can provide a large and balanced sample; however, they may not be useful
for complex issues. In this case, open-ended questions may be needed as they elicit greater
detail in the responses, can bring forth unusual ideas and can show links between various
aspects of the issues.

~ Closed questions

............................................................................................................................................................

. 2 How many times per week do you go shopping?

~ 3 How much do you spend per week?

...............................................................................................................................................................

e Advertising pamphlets delivered to the home

e Newspaper advertisements

_______________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________

e Recommendations from friends

- 5 Do you use a computer? ¢ Yes ¢ No

............................................................................................................................................................

____________________________________________________________________________________________________________________________________________________________

1 What is your opinion of the games available from this store?

2 How influential do you think the advertising campaign has been?

3 What are some of the errors in data entry that you have observed?

4 Describe the most frustrating experience you have had when using the computer system.
5 What are some of the -probléhﬁs y'c‘)uv expeﬁéﬁéé in l-'éce'iAviﬁg information on time?

- & What changes would you recommend to improve the billing system?
FIGURE 1.3 Open-ended questions try not to limit the answers the respondent can give.

Observation

Observation is a way of understanding the world around us as well as developing an
understanding of existing processes. Using our senses (sight, smell, hearing and touch) we
are able to pick up detailed information about our environment. However, as a method of
data collection, observation is more than just looking or listening, as we can be selective
about what we perceive to be most useful to us. Researchers engaged in observation attempt
to learn what life is like for someone in a particular setting, while they themselves remain
outsiders. While observing, they make careful notes of what they see, and record all accounts
including conversations and interactions. Observation generally takes place in community
settings, such as classrooms, or in locations believed to have some relevance to the research
questions. Observation is unlike other forms of data-collection tools, as the researcher
approaches participants in their own environment rather than having the participants come
to the researcher.
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Referencing primary sources

Once primary data has been gathered, details need to be carefully recorded to enable
appropriate referencing.

Interviews

For an interview, the following details need to be documented so that an interested person
can go back to the source for checking, clarification and further information:

« name of interviewee
« date of interview
+ place of interview

« qualification to be an interviewee — that is, whether the interviewee is a stakeholder in
the issue and/or an expert about it

« organisation to which the interviewee belongs (if relevant)

« contact information for interviewee — phone number, address, email address, online chat
handle

 how the interview was conducted; for example, in person, by phone, email or online chat

« name and contact details of interviewer.

Surveys

If you want to cite an individual response to a survey, you need to record these details:
« name of respondent

« when the survey was completed

« title of survey

« organisation to which the survey belongs (if relevant)

« how the survey was conducted — paper/online.

Observation

For observation, the following details need to be recorded:
+ the name of the person or group of people observed

« when the observation was conducted (date/time)

« where the observation was conducted.

Examples of referencing

Citations in a document help readers to find the source of the information and also assist
students to avoid plagiarism. There are many ways to cite sources, such as providing
footnotes or in-text citations, or listing sources at the end of the document in a bibliography
or reference list.

Footnotes

Footnotes are listed at the bottom of the page on which a citation is made. Some academic
disciplines prefer to use footnotes (notes at the foot of the page) to reference their writing.
Although this method differs in style from the ‘author, date’ system, its purpose — to
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acknowledge the source of ideas, data or quotations without undue interruption to the flow
of the writing — is the same. Footnotes are usually sequenced: series of numbers above the
text (superscript) are placed in the appropriate part of the text to indicate the cited work
and are matched at the bottom of the page to the footnote. A footnote lists the author,
title and details of publication, in that order. For example, in a 2018 report, Optimising
STEM Industry—School Partnerships: Inspiring Australia’s Next Generation Final Report, the

paragraph shown in Figure 1.4 appears in the introduction.

To meet the challenges of the future, as noted in the ISA 2030 Plan, governments, educators
and industry must work more closely together to maximise and amplify the impact of industry
~ investment and ensure students and teachers keep up with the rapid pace of change in STEM

- disciplines.’

1 Innoa tion and Science Australia 2017, Australia 2030: prosperity through innovation, Australian Goe rnment,
Canberra, p. 33. :

FIGURE 1.4 An example of a footnote. A superscript number is inserted in the body of the text, and the full

reference is provided at the bottom of the same page.

APA

The American Psychological Association (APA) created a style guide to assist with academic
writing such as essays, books and other publications. The APA style is widely used and is
the reference style that students are expected to use in VCE Applied Computing. Citations
within the text, and their corresponding source details in a reference list at the end of the
work, are necessary elements of the APA style. These show the reader where ideas and
research have come from. Typically, when referencing using APA, the author’s surname and
the date of the publication are featured in the text. If quoting directly from the source, then
the page number is also included. Figure 1.5 shows an example.

The Theory of Individual Differences (Trauth et al., 2004) draws on previous research on gender
- and IT and emphasises the differences within genders rather than between them. The theory
- 'looks at men and women as individuals, who experience a range of different social-cultural
_influences which shape their inclination to participate in IT in a variety of ways’ (Trauth et al.,

2004, p. 116).

Trauth, E.M., Quesenberry, J.L., & Morgan, A.J. (2004). Understanding the under representation
of women in IT: Toward a theory of individual differences. Paper presented at the SIGMIS 2004

- Conference on Computer Personnel Research, Tucson, Arizona, USA.

FIGURE 1.5 An example of APA-style citation. The author’s name, date of publication and sometimes the
page number are inserted in the body of the text; the full reference is provided in the reference list at the end
of the document.

Within the main body of the document, any reference to the publication will need to
be cited. As illustrated in Figure 1.5, when using the APA style, the format usually follows
author—date—page, where the author’s last name, the year of publication and the page
- number of the quote are referenced. These are all separated by commas, and are placed
,Fr?f;{‘;?;f,gﬁ alec.  within parentheses following the text. The page number is preceded by a lower case ‘p” with

APA website. a period (full stop) after it; for example, “('Trauth et al., 2004, p. 116)’.
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Reference management software

Reference management software is widely available and can be used to manage citations and
reference lists. An example of such software is EndNote. EndNote is similar to a database
and is used to keep all references in one place. It also integrates with Microsoft Word, so
that references can easily be inserted into the text, as shown in Figure 1.6. Alternatively,
Microsoft Word has its own built-in referencing capabilities that will allow you to create a

reference list and manage your sources without the need for additional software.
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research
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Menddey's Citation r'i‘ualrl s compatible with
et B g ey

‘Word (including Waord for Mac) and
LitreOfce. We abio suppont BibTeX export for
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FIGURE 1.7 Mendeley can be used by students to assist with referencing.

Interpretation of information for
commuhnication and decision making

Data and information can be collected, stored and interpreted for a particular purpose
or activity, including research. The tindings or results may be of significant benetfit to
the participants or their relatives, as in the case of the analysis of human biological
specimens; conversely, it is worth noting that there could be psychological, social or
legal risks involved.

The purpose of disseminating outcomes from the interpretation of the information
is to make a contribution to knowledge. Sometimes, the interpretation of findings assists
with decision making to better inform participants about options available. Common
ways to disseminate findings are through publications such as journals, books, conference

presentations, data visualisations, creative works and performances.

For more information,
visit the EndNote
website.

TI‘IE FI’EE Mend EIEY

website, shown in

Figure 1.7, generates
citations in the APA style.
It can assist students to
generate references in the
appropriate format.

‘The approach taken to
communicating findings
and results should ... adhere
to the ethical principles

of justice, respect and
beneficence ... including
consideration of the

values and preferences of
traditional custodians, such
as Aboriginal and Torres
Strait Islander peoples.’

Naticnal Health and Medical Research
Council. National Statement on Ethical
Conduct in Human Research 2007
(updated 2018). Page 38.
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Quality of data and information

One aspect of identifying relevant data from a given data set is ensuring that the data is
usable. To be usable, data must be relevant, accurate, free from bias and reliable.

Relevance

To produce usable information, data must be relevant. For example, if a computing
department in an organisation is evaluating PC-only software, then surveying people who
only use an Apple device is not useful. The data collected from Apple users would not be
relevant to the overall data collection. Data also needs to be processed while it is current,
because decision making should be based on current data, not outdated data.

Accuracy

Data that is collected must be accurate, otherwise the insights will be poor and decisions
based on this data could cause integrity issues. Transcription is often a cause of error.
Transcription errors occur when the person entering the data misreads the information
through, for example, a lapse in concentration or being interrupted, or presses the wrong
key. It is easy to make a mistake when entering a large amount of data, particularly numbers
with many digits that may not contain spaces or punctuation to signify thousands. Clearly, if
the data collected is incorrect, the information produced from it will be incorrect. If data has
been gathered from a primary source, it is a good idea to check the data against the source.
[f data has been gathered from a secondary source and is suspect, it is worthwhile verifying
the data using other secondary sources.

Freedom from bias

Bias can easily creep into data and make the information processed from it unreliable.
Several influences can lead to the introduction of bias into data; these include vested
interests, timing and small sample sizes. There can also be bias through sorting and bias
through graphic representations.

Vested interest

Bias can enter data if the respondent to a survey or interview has a vested interest in the
outcome of the research. A common example is seen in the use of celebrities who are paid
to promote particular products in commercials or social media. It would be unreasonable to
trust their assertions that one product is better than others simply because they are celebrities;
they are only saying what they have been paid to say and may not necessarily be providing an
independent judgement that has been derived trom research or experience.

Timing

The timing of the data collection may also introduce bias. Suppose, for example, you plan
to survey a sample of the population for their views about Australia becoming a republic.
The data you gather may be biased if, just before the survey is conducted, a royal tour takes
place and there is extensive media coverage about the royal family. The timing of the data

collection would introduce bias because it coincides with a significant event that could
influence people’s responses.
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Note too that bias is not restricted to data gathered from surveys or during interviews. For
example, suppose that Qantas needed to decide whether to schedule two new weekly flights
to New York. The decision could depend on the demand for existing flights. If the airline
collected data from bookings made over a four-week period just before or during a significant
event, such as the New York marathon, the data gathered would be biased. Such data should
not be relied on for making this decision because the influence of this event on customer
demand is irregular and unlikely to occur again.

Small sample size

Choosing a sample size that is too small may also create bias. The sample size and
composition must be suitable for the purpose of the data collection. Usually, a larger sample
size leads to greater precision, provided the sample composition is suitably representative of
the target population. The sample size must be big enough to make any conclusions drawn,
and information produced, credible. For example, if you wanted to determine whether
or not the school uniform should be changed, the data would not be reliable if you only
surveyed students in one class. Not only is this sample too small to be representative of the
student body; it would also fail to include other stakeholders, such as parents and school
administrators. Similarly, if you wanted to gather sales data over a four-day period to predict
monthly sales at a fish and chip shop, this time scale would not be sufticient to make a
prediction. For instance, by collecting data on the four Mondays in the month, you may be
selecting the quietest trading days in the week. If you picked the four Fridays in the month,
you may be picking the busiest trading days. When selecting a sample size, you need to
ensure that it is representative of the whole population.

Bias through sorting

The way in which you sort lists can introduce bias, although this is frequently unavoidable.
A classroom teacher often consults a class list that is sorted alphabetically; for example, to
select students for special tasks. The list is biased towards students whose surnames appear
early in the alphabet and are thus at the top of the class list. It you need to hire an electrician
and consult an online directory, it is more likely that you will pick an early entry than one
from the second page of listings. Bias of this type is difficult to avoid, so it is preferable to
educate the user to recognise that the output has built-in bias and to encourage strategies to
overcome that bias.

Bias in graphic representations

Bias can occur through your choice of typeface or the scale or size chosen for graphics.
Graphic representations should be sized proportionally to avoid overstating or trivialising
the importance of one of the variables involved. For example, in Figure 1.8, a teacher has
created a graph to show the heights of her students. The graph does not really give a clear
picture of how the heights vary. The bars are all of similar height, so it is difficult to see the
differences between them. In contrast, the different heights in Figure 1.9 are more distinct.
This has been achieved by decreasing the scale of the vertical axis. The variation in the
student heights looks much greater, even though the data has not changed. This graph
makes it easier to see the small differences.
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FIGURE 19 Column graph with greater variation

Reliability

The internet has made it easier for people to communicate their views and present
information in a format that is easily accessible to others. There are many personal websites,
homemade videos, wikis, podcasts, vodcasts and a plethora of unchecked information on
the internet, and some of the views presented may not be widely accepted or proven to be
accurate. Alternatively, there are many sources on the internet that are reliable, such as the
World Health Organization (WHO), the Smithsonian Institution, the Australian Bureau of
Statistics, UN Data, Google Public Data Explorer, Eurostat and universities.

Integrity

Data integrity refers to the quality of the data. An information system’s purpose is to
transform data into useful information. It is therefore important that the data input has
integrity, because the information produced is based on the data itself. For example, if a
customer database contains the wrong postal details for a customer, this is incorrect data.
When a data set contains these types of errors, it loses its integrity. The more errors the data
set contains, the lower its integrity. There are many ways in which the quality or integrity of
data can be measured.
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Data types and data structures
relevant to selected software tools

Many different software tools can be used to create data visualisations; most, however, are
derivatives of either a spreadsheet tool or a database tool. Data needs to be separated into
distinct fields or columns that only have one data type in them. Data types are particular
forms that an item of data can take. Common data types are text, numeric, currency, date/
time and Boolean. Each of these is discussed in the section that follows Table 1.1.

TABLE 1.1 Most common data types used in databases

Data type = Characteristics Examples
Text Alphanumeric Name, address, postcode and phone number
[ B A [ N T
forms)
Currency: ‘‘‘‘‘‘ Numbers, but in dollar amounts Any number used to represent a financial value;

formatted with $ symbol and including
.00 at the end as a default

usually only applied to a total, rather than values
in a list

Date/Time A variation of numbers formatted to Any date can be used in calculations

represent a date and/or time

Also represented as Yes/No, On/Off and 0/1

Boolean Represents one of two states, True/False;

can be used in |ogica| tests

Text (string)

A text data type consists of a ‘string of characters’. Text may also be referred to as a string, and
the terms are sometimes used interchangeably to refer to the same data type. This type of tield
holds a mix of characters (letters, numbers, special characters), also referred to as alphanumeric.
Names and addresses are considered to be text data. Also, postcodes and telephone numbers are
normally formatted as text — even though they contain numerals — because they may contain
spaces and are not intended to be used in mathematical calculations. It is also more efficient
to store the values as text rather than as a large numeric value.

Numeric: integer, floating point

The numeric data type refers to numbers that are to be used for a calculation of some kind. For
example, the quantity of an item purchased might need to be multiplied by its price in order to
calculate a total amount payable. Numeric fields can be separated into two distinct categories:
integer and floating point.

Integer

An integer is a number without a fractional or decimal component — in other words, a whole
number. Integers include negative numbers.
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Floating point

A floating-point number is a number with a fractional or decimal component, such as a
decimal number. Where decimal numbers are required, such as when dealing with financial
transactions or percentages, then the floating-point data type is used. Examples of the
floating-point data type are 3.17°, ‘=6.890" and ‘0.001".

A floating-point number can be split into two parts: the mantissa and the exponent. The
mantissa holds all of the digits in the number, with a decimal point after the first digit that is
not zero. The exponent holds the power of 10 by which the mantissa must be multiplied to
regain the original number. For example, 0.00317 can be expressed as 3.17 x 107, in which
case the mantissa is 3.17 and the exponent is —3.

Date

Strictly speaking, a date format is another variation on the numeric data type. The value of
a date is normally based on the number of days since the ‘zero’ day built into the operating
system. For example, the day ‘1" might be displayed as 01 January 1900, while *42673” would
be displayed as 30 October 2016. Calculations can be performed on dates, which can be
handy when considering the difference between them. Dates can be formatted to show a
combination of years, months, days, hours, minutes and seconds, depending on the needs of
the user. In terms of time, they can also display 12- and 24-hour clocks.

Character

A character data type holds a single letter, number or symbol. Numbers stored as
a character data type cannot be used in mathematical calculations. This is a text field
that will only accept a single alphanumeric character. It is used when there are multiple
options for a value, but they can be represented with a single character to make data entry
casier and to save storage space. For example, small, medium and large sizes of the same
type of wooden box might be entered as °S’, ‘M’ or ‘L., respectively.

Boolean

A Boolean data type can hold one of only two possible values, usually ‘true’ or ‘false’. A
Boolean data type is known as a logical data type. It is often used in conditional statements
to test it a condition or value is true or not, but it may also represent Yes/No or On/Oft.

Data structure

A data structure is a particular way of organising a collection of data items. Using data
structures helps to improve the efficiency of the data-handling process. Three common data
structures are arrays, records and files.

Array

An array is a collection of data items that are generally of the same data type. Fach item in
the array is allocated an address. Table 1.2 illustrates an array data structure. The structure
is named ‘Number” and it holds six data items — all integers. The value of Number (0) is 40

and that of Number (5) is 67.
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TABLE 1.2 Array data structure

Index Value

0 40
...... 3 21
______ 4 12

Record

A record is a collection of data items of different data types. Each element of a record is
generally called a field. The record in Table 1.3 consists of six fields and involves data of
different data types.

TABLE 1.3 Record data structure

Customer ID

THINK ABOUT E

01901 Karen 0406348XXX ] 5 3.99 APPLIED COMPUTING
Referring to Table 1.3,
File how many different

data types can you
identify?

A file data structure can hold numerous data items, arrays or records. A file is saved separately
from the software program that utilises the file. Large data sets can be read from, or written

to, a file for storage purposes. The file in Figure 1.10 is an example of a comma-separated

value (CSYVY) file.

F Class List.txt - Notepad - O
File Edit Format View Help

Penny, smith, 1@AB, 48, 49, 50
Andrew, Jones, 10BC, 49, 50, 51
Jenny, Matterson, 10CD, 58, 59, 60
Karen, Ludlow, 10DE, 59, 60, 61
Lisa, Wilkinson, 1@EF, 68, 69, 70
Georgia, Green, 10FG, 69, 70, 71
Harry, Perterson, 10GH, 78, 79, 80
Jessie, Jones, 103K, 79, 80, 81

FIGURE ].10 A collection of records related to student results
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NHMRC

Australian Code for

the Responsible
Conduct of Research

Seeking permission

Because of privacy laws such as the Australian Privacy Principles (APPs), it is necessary
to seek permission to collect any data or information that involves people. For example,
you should obtain permission (consent) to photograph or video individuals or groups.
The organisation or individual seeking permission needs to let the people photographed
or videoed know the purpose of the photographs or video and what they may be used
for. Permission is usually provided in written form and is often referred to as ‘consent’.
Permission must be sought because a photograph or video image in which an individual
can be identified is considered to be personal information. Pictures of people can be
used in advertisements, or for marketing purposes, and sometimes pictures can be used
thoughtlessly and depict people in a false light.

Participants in any research need to be informed about what the research entails. They
need to know what they are required to do and how much of their time it will take, and how
often they will be required. All details of the research need to be given so that participants can
make an informed decision to participate. For example, when researchers want to conduct a
survey, they need to specify how much time it will take (for example, 15 minutes) and how
many times the survey will need to be completed. Participants need to know whether the
survey will be paper-based or electronic, and how they will get access to it. All these details
need to be explicitly stated so that each participant has a clear understanding before agreeing
to take part. The researchers cannot put pressure on the participants or use coercion or
provide financial or other incentives for them to participate. Participation in research needs
to be voluntary and informed.

In universities, research that involves people or animals cannot begin until researchers
obtain ethics clearance. Each university has an ethics committee. These committees follow
the guidelines set out by the National Health and Medical Research Council (NHMRC) to
ensure research is carried out ethically and with integrity. In order to obtain clearance from
the ethics committee, the researcher/s must demonstrate that they have followed correct
procedures and processes before collecting data to ensure that all risks have been addressed,
and that it is established that participation is informed and voluntary.

The Australian Code for the Responsible Conduct of Research, 2018 (the 2018 Code)
‘establishes a framework for responsible research conduct that provides a foundation for
high-quality research, credibility and community trust in the research endeavour’ (NHMRC,
2018, p. 1). This code sets out good research practices that researchers in Australian
universities must adhere to. These practices cover important principles such as honesty,
fairness, transparency, respect and accountability.

Consent forms

One method of obtaining permission for research purposes is to use consent forms. The
informed consent of all research participants is required. This means that before agreeing
to participate in research, they are aware of what the research involves, the time required
from them and any risks that may arise. Participation in research not only has to be
informed; it must also be voluntary — that is, participants are not pressured to be involved,
and have the capacity to make their own decisions based on their understanding of the
research.
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You must obtain consent when interviewing or observing participants, creating surveys or

collecting any type of data.
Consent forms should have the following information clearly listed:

« the title of the project

+ the name of the researcher

 what the project is about and why it is being undertaken

« what is required from the participants in terms of time, effort, resources and costs

« the rights and interests of the participants — that they freely consent to be involved in the
research and can withdraw at any time without having to provide a reason

- astatement of whether the participant’s identity will be preserved
+ statements of confirmation, such as:
— ‘I have been informed of and understand the purposes of the study.’
— ‘I have been given an opportunity to ask questions.’
— ‘T understand I can withdraw at any time without prejudice.’
— ‘Any information that might potentially identify me will not be used in published material’

— ‘T agree to participate in the study as outlined to me.’

The form should also have space for the participant’s name, their signature and the date.

Name of school:
Project title:
Investigator(s):

1 | consent to participate in the project named above. | have been provided a copy of the project
’ consent information statement to which this consent form relates and any questions | have
asked have been answered to my satisfaction.

2 In relation to this project, please circle your response to the following:

e | agree to be interviewed by the researcher Yes No
e | agree to allow the interview to be recorded by an electronic device Yes No
* | agree to make myself available for further information if required  Yes No
e | agree to complete surveys asking me about [Insert topic] Yes No

3 | acknowledge that:

a my participation is voluntary and that | am free to withdraw from the project at any time
without explanation;

the project is for the purpose of research and not for profit;

c any identifiable information about me which is gathered in the course of and as the result
of my participating in this project will be (i) collected and retained for the purpose of this
project and (ii) accessed and analysed by the researcher(s) for the purpose of conducting
this project;

d my anonymity is preserved and | will not be identified in publications or otherwise without
my express written consent.

By signing this document | agree to participate in this project.
R B LRI e e i i s o A s iy e s o
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FIGURE 111 Sample consent form
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Participation information statements

The most common way to obtain informed consent is to provide a participant information

statement, written in plain English, along with a consent form. This provides participants

with information about the research and also provides the scope to answer questions that

participants may have. Once they have read and understood the information statement,
they are asked to sign the consent form to indicate their agreement to participate. When
developing a participant information statement, consider the following.

Use language vour audience can easily understand. The statement should be suitable
for a 12-year-old reading age. If technical terms are required, make sure they are clearly
explained the first time they are used.

Wirite in a conversational style, as if you were speaking to the participant.

Language used should be clear, concise, invitational, culturally appropriate and logically
set out.

Use pronouns, such as ‘T’ ‘we’ and ‘you’. This encourages the use of active voice and will
be clearer to the reader. For example: “You will be asked to participate’.

Use reader-friendly formatting so that your document is easy to read.
Ask others to read and edit your document.

Include a statement on how the data will be stored.

State where and how the research tindings will be published.

Give further information about the project, such as whom to contact.

Even if the data-collection technique is an online survey and the researchers do not

meet the participants, respondents must still be informed about the research, and asked to

consent online before completing the survey. They may be asked to consent by accepting
and selecting the ‘I agree to participate’ option. If they choose the ‘I do not wish to participate’
option, then they do not get access to the survey. See Figure 1.12 for an example of an

integrated online information statement and consent form.
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ar

English

Technology Disconnect

The transition from secondary school to university is filled with expectations that may or
may not be met once you start your tertiary studies. In particular, expectations with
respect to the use of technologies for learning and teaching - both by teachers/lecturers
and you as a student - is one of the key areas of interest for many universities. Please be
assured that your responses will be kept completely confidential. This project aims to
discover what your expectations were for technology use at university while you were still
in secondary school, and compare that to the reality you have encountered since you
started your university studies. We would like to invite you to tell us what you thought you
would find, and what you have actually found to be the use of technology for learning and
teaching at university. The study is a voluntary, anonymous, online survey that should take
you no longer than 15 minutes to complete. While we encourage you to complete the
whole survey, you may stop at any time and only those responses you have already
answered will be used in the study.

The anonymous findings will be collated before being used:

« to set strategic directions around the use of technology for learning and teaching
- to inform future investment in technologies for learning and teaching
* to inform professional development for staff in the use of technologies

It is critical to have the student voice guiding the above so we strongly encourage you to
participate. If you would like further information about any aspect of the project before
agreeing to participate, please do not hesitate to contact us:

Associate Professor (NG
———
S

Any queries about your participation in this project may be directed to the Primary
Investigators listed above. If you have any concerns or complaints about the conduct of
this project, please contact:

Research Ethics Officer, ' IIIIIINHNILILILHBEE B
e i St i = o S =l -l ) e e R

By clicking the button below, you acknowledge that your participation in the study is
voluntary, you are 18 years of age, and that you are aware that you may choose to
terminate your participation in the study at any time and for any reason.

Please note that this survey will be best displayed on a laptop or desktop computer.
Some features may be less compatible for use on a mobile device.

| consent, begin the study

| do not consent, | do not wish to participate

FIGURE 112 An example of an integrated online information statement and consent
form. Note that personal information has been redacted for privacy reasons.
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The consent information statement should be clearly labelled as such (or quite similar) and contain key pieces of information as follows:

Project title
Give the project a full title.

Investigators and other project personnel

List clearly all researchers.

Introduction to project and invitation to participate
Both introduce the project and invite participation.

What this project is about and why it is being undertaken
Sufficiently explain what the project is about, its aims, and why it is being conducted.

Project and researcher interests
Researcher and project interests should be sufficiently disclosed as applicable; for example, project is partly, mainly or wholly to satisfy the
requirements for a student’s VCE subject.

What participation will involve - time, effort, resources, costs

Give sufficient clear detail as to what is being asked of participants — voluntary consent to their time, effort, supply of information/body
tissue/records/personal effects, etc. Avoid language that can be read as orders or directives (i.e. not "You will do this or that’; but better as
"'We will ask you’, etc.) and presumptuous language (e.g. ‘Dear Participant’).

Participant rights and interests — risks and benefits/contingencies/back-up support

Outline realistically any potential risks (minimal or otherwise) and what preventative, minimisation or redress arrangements are in place.
If some research questions or issues can be considered particularly sensitive, give sample questions or topics as an indication of the
information that will be discussed or requested. Describe any benefits pertaining to individual participation or more generally. Avoid
grandiose claims.

Participant rights and interests — free consent/withdrawal from participation

Participation should be voluntary, and free from any coercion or perceived coercion. Detail on this matter should be clear — that an
individual is free to participate or not, and the circumstances. If, for example, the participants are students, patients or employees, it will
help to clarify that their decision whether or not to participate will have no bearing on their results, treatment or employment (in some
cases this may need further explanation, such as details about recruitment).

A statement about the participant’s right to withdraw participation, data or material contributed, ordinarily without question or explanation,
needs to be included.

Don't forget to outline how valid consent is to be obtained (by signed consent form, completion and return of an anonymous survey, any
witnessing procedure if applicable, etc.). Often it helps to highlight or bold this part.

Participant rights and interests — privacy and confidentiality
Give clear information about secure arrangements for data access, collection, use, retention and/or disposal. This needs to comply with
mandatory Australian Privacy Principles.

If signed consent forms are required, state whether they will be stored separately from any data collected and who will have access to them.
Remember, people are increasingly concerned about data access and data matching. Clear information will help allay any concerns.

Research output

Qutline intended or anticipated publication or reporting of research findings. If need be, reiterate or refer to privacy arrangements
for confidentiality/anonymity. Offer to make available any report or article or summary, where appropriate, and indicate how this
will occur.

Further information about the project — whom to contact
You will need to nominate at least one person to contact regarding further information about the research activity or participation
in the project.

FIGURE 113 Information that should be included in a participant information statement
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Privacy

When undertaking research, it is very important to uphold the privacy of the participants.
Privacy is a fine balance between their interests and those of researchers. Privacy laws attempt
to stop inappropriate intrusion into the lives of individuals. Otten, however, the problem is
not the collection of data, but how the data is used or misused by people entrusted with it.
To maintain privacy, and to de-identify the data, personal identifiers such as names and
birthdates that are associated with individuals need to be removed so that information cannot
be traced or identitied.

Care must be taken when de-identifying data. The example of de-identified data in
Table 1.5 only removes the names and dates of birth of survey participants. Depending
on the remaining data and the information generated, this may be insufficient to protect

TABLE 1.4 Data that has been collected but not de-identified
Surname g Sex Birthday Postcode Age Active

Charlotte = Micelli 145 48
Candace Fock 153 40
Abdul Mohammad 160 37

22/10/2009 3103 1 No
10/10/2009 3105 1 Yes
19/10/2008 3122 12 Yes

Eric Dorian 142 38 12/12/2009 3040 1 Yes

31/12/2008 3041 2 | Neo
2M12/2009 3103 11| Yes

Jaspreet

Sienna Megane 152 42

Elie Wu 144 43 6/01/2009 3122 1 No
Jo Wu 149 47 6/01/2009 3122 1 Yes

Hamish DiPaola 154 37 2/02/2009 3044 1 No

%)
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Jacinda Black 143 46 4/04/2009 3M 1 No

TABLE 1.5 Data that has been de-identified. Personal information such as birthdates, first names and
surnames has been removed so that data cannot be identified or traced.

Participant Weight (kg) Sex Postcode

|ID1001 145 48
ID1002 153 40

1 Yes

= D
w
)
wn

ID1003 160 37 3122 12 Yes

............................. L LT T B T T B T B T L T T T B T T T T L BT B BB L T B T T T T T T T T T L T e S P B P T e S T YT ET T

ID1004 142 38 3040 1 Yes

ID1005 148 41
ID1006 152 42
ID1007 144 43

3041 12 No
3103 1 Yes
11 No

ID1008 149 47 3122 n Yes

ID1009 154 37

3044 11 | No
ID1010 143 46

o
N
N

31 1 No
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individual research participants from being identified (even accidentally) by at least some
users of the information. This is particularly likely if the users know who the members
of the sample group are, or if they are familiar with the wider population that is being
sampled. Users of the information may be able to identify a survey participant even after his
or her name and date of birth have been removed. This could be caused by the presence
of a characteristic known to be rare in the sample group or wider population, because
this helps to narrow possibilities. Combinations of rare characteristics would amplity this
effect, so that users of the information could make an intelligent guess as to a person’s
identity.

Physical and software
security controls

Data must be stored in a way that preserves confidentiality and meets all legal requirements.
Stored data can be protected with both physical and software-based controls, such as
backing up of data and shredding of confidential documents.

Data needs to be securely retained and then securely disposed of or destroyed when no
longer needed. How long the data or material need to be retained depends on the type of
data. The minimum timeframe for data to be retained for research purposes is five years from
the date of any published or reportable outcome based on the data. For some specific types
of research, other timeframes may be required. For data such as identifiable health research
data, the minimum period may need to be seven years. For identifiable health research data
involving children, the data may need to be kept until the individuals involved turn 25, or
five years after any research outcome based on the data is published or made available for
release, whichever is the longer.

Physical security controls

Steps need to be taken to ensure that personal information is not inappropriately accessed.
Hard copies of personal information need to be secured, and workspaces need to be designed
to facilitate privacy. Consideration should be given to what measures are taken to control
access. For example, swipe cards allow particular personnel into certain workspaces. Logs are
kept of staff movements and their access to particular rooms, and security and alarm systems
are used as a mechanism to control entry to the workplace. Those areas of an organisation
where there is a greater need for access to personal information, such as human resources
departments, should be physically segregated from other areas.

[f the organisation requires an attendant to greet clients, consideration needs to be given
to the placement of computers and computer monitors so that clients cannot see what is
on the screen. Other measures include having designated areas for visitors so that they
cannot see forms or hear telephone calls where personal information could be shared.
Other physical controls include the provision of secure storage spaces near workstations to
secure documents temporarily, and a place for securing physical files containing personal
information. If files are placed in lockable cabinets, there needs to be consideration given to
who has access and how access to keys is controlled.
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Encryption

Encryption is the process of translating data into a code that can only be read by authorised
users. To read an encrypted file, you must have access to a secret key that you use to decrypt
the data. Unencrypted data is also known as ‘plain text’. Data that has been collected for
research purposes needs to be secured so that only authorised people have access. Encryption
is one way to ensure that the data is secured. Encryption methods need to be reviewed
periodically to ensure that they continue to be relevant and effective. Areas where encryption
could be used include:

« databases that contain personal information

« servers, backups and cloud storage services

« mobile devices such as smartphones and tablets

- data storage devices such as flash drives and external hard drives

« data transferred on internal networks or over the internet — for example, using email or
shared files.

Backups

Backups form an essential step in data management. Regular backups protect against a
number of risks, including human error, computer crashes and software faults. Critical data
files or data that are used regularly should be backed up frequently.

[t is not unusual for someone to accidentally delete an important file or edit a document
and later realise that some important information was removed. One strategy to minimise
such loss of data by an authorised user is to maintain a backup system. Important files
inadvertently lost can be retrieved from the backup media.

A full backup copies all of the files from a device to a storage medium. It can take
considerable time and is usually performed once over a time period (such as a week, fortnight
or month). A differential backup copies only those files that have been changed since the
last full backup. Restoration of data would involve restoring files from the full backup and
then from the differential backup. An incremental backup is similar to a differential backup,
the difference being that it uses more than two backup media, while a difterential backup
uses only two media. An incremental backup only copies files that have been changed
since the last incremental backup. It is the most complicated strategy from which to restore
files since it requires restoration from a full backup and then from a series of incremental
backups. It is a good practice to clearly label all backup media so that you know when the
backup was made and what is on it.

Location of backup files

Once you have created backups, where do you put them? Ideally, your backups should be
stored in a location that is sate from theft and damage caused by extremes of temperature
or disasters. Most small businesses have a tireproot and waterproof sate in which valuable
company documents are stored. This might also be used to store backups. It is preferable,
however, to store backups at a remote location, perhaps even in the cloud. This means that if
there is a large natural disaster, such as a flood or an earthquake, the backups will be safe.
One last point to remember is to ensure that backups actually work when you want to
restore the data. It is important to test the effectiveness of your backup files by running a
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disaster recovery simulation. If files cannot be restored from the backup or the system refuses
to recognise them, it is better to discover this before a real emergency.

Cloud-computing companies provide offsite storage, processing and computer resources
to individuals and organisations. These companies are typically third party (i.e. not one of
the individuals or organisations directly concerned with the data) and they store data to a
remote database in real time. The internet provides the connection between this database
and the user’s computer. One of the advantages of cloud storage is the ability to access data
from any location that has internet access, which eliminates the need to carry a USB or
a hard drive to retrieve and store data. The ability to share files with other people and to
collaborate simultaneously, such as by using Google Docs, is also an advantage. Finally, if
something were to happen to the computer, such as a fire or natural disaster, and the data
on it were to be destroyed, having the data saved oftsite in the cloud would prevent the data
from being lost.

Google Docs, Sheets, Slides and Forms allows users to create, edit and collaborate with
documents, spreadsheets, presentations and surveys (Figure 1.14). Users can edit files using
a Google application and work on them at the same time as others, so they can read or make
edits simultaneously.

FIGURE 114 A selection of app|ications from Google’s suite of office tools

Usernames and passwords

A username is usually identifiable as belonging to a particular person and can be easily
remembered. Usernames are uniquely assigned to users. Passwords are set by the user and
should be known only to that user. To maintain high levels of security, user passwords should:

« be at least eight digits long

« include non-alphabetical characters

« not be easily guessed (for example, a favourite pet’s name is not suitable)
+ be changed every month.

Some network policies force users to change their passwords on a regular basis, and do
not allow passwords to be repeated.
Password protection can also be placed on individual tiles to protect them against being

viewed by unauthorised people, as shown in Figure 1.15.

Enter the password to open this file:

Flowers for Distinguished.docx

Cancel

FIGURE 115 Password Protection has been

placed on the file, preventing access to it
unless a password Is entered.
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Firewall

Intrusion prevention and detection systems are designed to protect computer networks
by effectively identitying and responding to known attack profiles. A firewall is one such
mechanism to control incoming and outgoing network traftic. A firewall is a server and
software combination that filters the information coming through an internet connection
into an organisation’s internal network. Any packet of data that is flagged by the filters as
unwanted is not allowed through.

The filters used by a firewall may include examining the IP address of computers that
request information from an internal server, blocking all access to certain domain names,
banning certain protocols (e.g. file transfer protocol, mail protocol or Telnet protocol) from
accessing particular servers, and searching for certain words and phrases included in packets
of information, and blocking transfers that contain them.

A firewall can also be used to restrict employees™ access to sensitive information. For
example, a firewall can be used to stop some personnel from accessing the payroll database.

Most tirewalls use two separate network interface controllers (NICs); one is connected
to the internal network and the other to the outside world. Material can only move from
one card to the other through the CPU of the server computer that is acting as the firewall.
While the data or information is being checked for authenticity, it is also examined for
viruses and other malicious codes. Everything that comes in from outside is examined for
danger.

Malware protection

Malware is malicious software that includes spyware, adware, Trojan horses, worms and
viruses. Spyware and adware use cookies to track the internet sites that a user might visit.
Trojan horses can leave your computer open to others to read your personal information by
creating backdoor access to your system. Viruses and worms can hijack your system to send
multiple emails to others or perform other acts of mischief. Both can use up essential system
resources, which may result in the computer freezing.

Network administrators usually require workstations to run virus protection software. The
antivirus software is often updated automatically via the network. A firewall is also useful to
block malware from sending personal information over the internet. Anti-adware programs
should also be run on workstations.

Whitelisting and blacklisting

Whitelisting and blacklisting are ways of controlling the content, applications or entities
that are allowed to run on, or access, a device or network. A whitelist is a list of those
programs and IP or email addresses that are permitted to access your system. Anything that
is not on the list is blocked. System administrators create such lists based on the needs and
requirements of their users.

A blacklist, on the other hand, is a list of those entities that may not access your system.

Many antivirus programs rely on a set of blacklists. Blacklists work on the premise that

; ™ - - Many cyberattacks start
everything that does not appear on the list is permissible, whereas whitelists are more ..,/ G eomm——
conservative and take the position that any address or domain not on the list is unsafe. email that attempts to

5 4 , ; . btai 4 I
Both whitelists and blacklists can prevent unsafe material from accessing your system, but =1 "= PEF=202

whitelists provide more protection.
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Mandator}f data breach
notification amendments
have also been passed.

Australian Privacy Principles

Originally, the Privacy Act 1988 (Cwlth) only dealt with the handling of data by Australian
Government agencies. Many people criticised this limitation because it seemed that private
organisations were not required to apply even the most basic of safeguards on data they
collected. Even worse, there were no regulations preventing non-government organisations
from collecting data by any method and using it for any purpose without the consent of the
people whose private details were concerned. In particular, the rapid growth of electronic
transactions, especially over the internet, led many people to demand some sort of legal
protection from those who might gather data about internet browsing habits. The government
was keen to encourage the development of electronic commerce while protecting the
confidentiality of consumers and increasing public confidence in electronic transactions.
These amendments have now been incorporated into the Privacy Act 1988 (Cwlth) and are
the most significant changes to privacy laws since the inception of the legislation.

There have been several additional powers included within this Act since 1988, but its
main purpose has remained unchanged. The Privacy Act 1988 (Cwlth) was amended by
the Privacy Amendment (Enhancing Privacy Protection) Act 2012. This came into effect in
2014. As part of this Act, the Australian Privacy Principles replaced the National Privacy
Principles and the Information Privacy Principles so that Australia now has one set of
privacy principles. The Australian Privacy Principles (APPs) generally apply to Australian
Government agencies. They do not apply to local councils or state or territory governments.
Some states have their own privacy laws. For example, Victoria has the Privacy and Data
Protection Act 2014 (PDPA).

The changes to the Privacy Actinclude 13 privacy policy principles known as the Australian
Privacy Principles (APPs) (Table 1.6). The APPs were devised to set out the standards, rights
and obligations for collecting, handling, holding, accessing, using, disclosing and correcting
personal information. The APPs oversee the handling of personal information by:

« Australian and Norfolk Island government agencies
« all private health service providers

« businesses that have an annual turnover of $3 million or those that trade personal
information.

It should be noted that Section 6 of the Privacy Act defines ‘personal information’
as ‘information or an opinion about an identified individual, or an individual who is
reasonably identifiable’. This might include a person’s name and address, medical records,
bank account details, photos, videos and even information about what an individual likes,
their opinions and where they work. Another important aspect of the Privacy Act refers to
‘sensitive information’. Sensitive information is defined in the glossary and includes health
information. The Privacy Act provides a higher level of privacy protection to sensitive
information than to other personal information.

Of particular interest for this study are Principle 2, ‘Anonymity and pseudonymity’,
Principle 6, ‘Use or disclosure of personal information’, and Principle 11, ‘Security of
personal information’.
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APP 2, 'Anonymity and pseudonymity’

Australian Privacy Principle 2 provides individuals dealing with organisations the option of
using a different name or a pseudonym in relation to a particular matter. This measure is
in place so that individuals cannot be identified. In addition, individuals can also remain
anonymous. For example, when an individual calls an organisation, often a message states
that the call will be recorded for training purposes. If the individual objects, the call is not
recorded. At a later date, when staff from the organisation receive training, the names of

the individuals whose voices have been recorded must be changed in order to protect their
identity when these real examples are used.

APP 6, ‘Use or disclosure of personal
information’

Australian Privacy Principle 6 states that the information that is being held is in line with
the primary purpose it was intended for. Information cannot be used for a secondary
purpose unless the holders of the information have received consent from the individuals
concerned. For example, if a sporting organisation collected information about their players
for the purpose of organising competitions and making the details available to the coaches
and captains, then that would be the primary purpose of the data. However, if the sporting
organisation wanted to provide the details of their members to a shop that specialised in
sporting merchandise, then it could not do so, as this would be using the information for a
purpose for which it was not intended.

APP 11, ‘Security of personal information’

Australian Privacy Principle 11 refers to measures taken to actively secure personal
information held, and also considers whether those who hold this personal information are
permitted to retain it. Reasonable steps need to be taken to protect the information from
misuse, interference and loss, as well as unauthorised access, modification or disclosure.
Additionally, once there is no longer a need for any purpose, reasonable steps need to be
taken to destroy or de-identify the personal information held.
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TABLE 1.6 Australian Privacy Principles

APP1 Open and transparent management of personal information
Ensures that APP entities manage personal information in an open and transparent way. This includes having

APP 2  Anonymity and pseudonymity
Requires APP entities to give individuals the option of not identifying themselves, or of using a pseudonym.
Limited exceptions apply.

APP 3  Collection of solicited personal information
Qutlines when an APP entity can collect personai information that is solicited. It app|ies higher standards to
the collection of ‘sensitive’ information.

APP4 Dealing with unsolicited Personal information
Outlines how APP entities must deal with unsolicited personal information.

APP5 Notification of the collection of Personal information
Qutlines when and in what circumstances an APP entity that collects persona| information must notify an

individual of certain matters.

APP 6  Use or disclosure of personal information
Outlines the circumstances in which an APP entity may use or disclose personal information that it holds.

APP7  Direct marketing

An organisation may on|y use or disclose persenal information for direct marketing purposes if certain

conditions are met.

APP 8 Cross-border disclosure of personal information
QOutlines the steps an APP entity must take to protect persona| information before it is disclosed overseas.

APP9  Adoption, use or disclosure of government related identifiers
Outlines the limited circumstances when an organisation may adopt a government related identifier of an
individual as its own identifier, or use or disclose a government related identifier of an individual.

An APP entity must take reasonable steps to ensure the personal information it collects is accurate, up
to date and complete. An entity must also take reasonable steps to ensure the personal information it
uses or discloses is accurate, up to date, complete and relevant, having regard to the purpose of the use or
disclosure.

APP 11 Security of personal information
An APP entity must take reasonable steps to protect personal information it holds from misuse,
interference and loss, and from unauthorised access, modification or disclosure. An entity has obligations to

destrey or de—identify personal information in certain circumstances.

APP 12 Accessto personal information
Qutlines an APP entity’s obligations when an individual requests to be given access to personal information
held about them by the entity. This includes a requirement to provide access unless a speciﬁc exception

APP 13 Correction of personal information
Outlines an APP entity’s obligations in relation to correcting the personal information it holds about
individuals.

Office of the Australian Information Commissioner website, www.oaic.gov.au, Creative Commons Attribution 3.0 Licence
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Ethical dilemmas

Everyone wants the benefits of digital systems; however, intended and unintended negative
effects can impinge upon people’s rights. As a result, those who design, control and use
digital systems have a responsibility to consider the real and potential negative effects and to
eliminate or lessen them as much as possible. Sometimes, even this may not be enough to
justify the proposed collection, creation or storage of data and information. It is important to
take into account legal objections and ethical considerations when creating, acquiring and
storing data and information. The purpose tor collection needs to be clear. This also needs
to be articulated in the participant information statements and the consent forms provided
to the people from whom information will be sought. Questions of storage also need to be
resolved so that data and information cannot be accessed by unauthorised users, and to
specify the period of time for which it will be held.

Ethics are the accepted moral standards that govern the ways in which we behave. These
standards may be common across a particular society or specific to a single organisation.
They apply to activities that are questionable even if they are not illegal and are distinct
from laws. Ethics often provide us with a set of guidelines for appropriate behaviour. If we
choose to ignore these guidelines, we may not be committing a crime, but we may be sacked
by an employer or shunned by society. For example, the impact of violent video games
on children has long been debated. Some people have voiced their concerns that video
agame writers should not include animated violence in their games because it has a negative
impact on children. A system of classification exists for games, similar to television and film
classifications, but there is no legal restriction preventing these games from being created.
These examples demonstrate how ethics hinge on society’s values and standards. In the video
game example, there are two competing principles. On the one hand, some would argue
that protecting children from video games that might be harmful is the right thing to do.
Others would argue that it is more important to maintain freedom of expression. Often,
then, questions of ethics become debates over which of two principles is more important.
Such conflict may be said to constitute a dilemma. This is especially the case when the
consequences of action are open to debate or interpretation.

The standards or guidelines that determine whether an action is good or bad are what we
call ethics. Ethics govern, among other things, the use of data collection. Ethical principles
or guidelines often have an accompanying law, but the ethical principle is usually broader
and the law applies only to certain circumstances or certain applications of the principle.

For example, it is ethical to obtain permission to publish photos of people on websites
or in promotional material. Sometimes, people may object to their images being used for
these purposes. The purpose for taking the photo and how it is intended to be used need to
be made clear. Ethically it is wrong to use a photo for a different purpose from that for which
it was originally collected. Similarly, when using data-collection tools such as surveys and
interviews, it is important to reassure participants that the data provided, within the limits of
the law, will remain anonymous and that others will not be able to identity their individual
comments. It is not simply that it is important to put participants’ minds at rest regarding
their concerns about protecting privacy; it is also important to ensure that their privacy is in
fact protected (and to ensure that non-participants in the larger group of which the sample
is supposed to be representative are not put at unacceptable risk of suffering as a result of
mistaken identification).
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In addition to legislation such as the Copyright Act 1968 and the Privacy Act 1988 (see
Chapter 6), many organisations have policy documents that mandate such things as who has
access to different areas of the information system, and the penalties for misuse of information
within an organisation. Ethical, legal or social tensions may arise within an organisation
through a lack of clarity in such policy documents.

For example, a situation could arise in which an employee needs to perform a task on the
network that requires approval from their manager. It the manager were away on sick leave,
the employee might take it upon themselves to access the manager’s account in order to get
the task done. Although such an action is not illegal, it is unethical and it could result in
disciplinary action for the employee.

The six steps outlined below for handling ethical dilemmas act as a framework that can
be used within an organisation to solve legal, ethical or social tensions. This framework will
provide support and guidance in making a decision when presented with a dilemma. Once
the organisation has solved its problem, it may wish to update any policies concerned to
ensure that the process for resolution is clearer.

1 Identify the problem: What decision has to be made and what facts are required?

2 Identify the stakeholders: Who are they? What interests do they have? What power do
they have? Who is vulnerable? How are the vulnerable to be protected?

3 Identify possible alternatives: What options are available? What are the likely
consequences?

4 Identify ethical standards: Are there any applicable laws? Are there any morals or standards
that could be applied? Is there a precedent?

5 Evaluate options: Identify strengths and weaknesses. [dentify the option that causes least
harm. Can the decision be reversed?

6 Make a decision: Select the preterred option. Justity the option. Communicate the result
of the decision to all stakeholders.
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Essential terms

accurate correct in all details and free from errors

array an indexed set of related elements. All elements within an array have a numeric index
and are of the same data type

bacl(up the process of copying files from an information system to some type of storage
device to guard against possible data loss

bias prejudicial or unreasonedjudgernent

blacklist a list of applications, email addresses, I[P addresses and websites that cannot access
your network

Boolean data type a logical data type; Boolean data can hold one of only two possible
values, usually true or false

character a data type representing a single letter, number, symbol, punctuation mark or space

closed (or closed-ended) questions queries that are restricted in the range of options
provided so that only speciﬁc answers are elicited

comma-separated value (CSV) file a file type that stores data in a tabular format in plain
text, with table columns separated by commas (delimiters)

data unprocessed, unorganised and distinct facts or ideas; in addition to text and numbers,
data also includes sounds, images and video

data integrity the quality of the data
data structure a way of organising data so it can be used in an effective way

data types different forms that variables and data may take, that determine the data that a
variable may contain, and how the data or variable may be manipulated

decrypt to translate encrypted data back into ordinary text that can be read by anyone
de-identify to remove information from data so an individual cannot be identified

differential backup used in conjunction with a full backup; only files that have been altered
since the last full backup are copied; restoration requires the full backup to be restored first,

followed by files from the differential backup

dilemma when people must choose between two (or more) equally desirable (or undesirable)
options; for example, between allowing the sale of violent video games to preserve freedom
of expression and banning their sale in order to protect children from possible harm

encryption the process of encoding or changing data so that an unauthorised user who reads
the data would not be able to understand it

ethics accepted moral standards that guide behaviour; these standards may be common
across a particular society or specific to a single organisation, and they apply to questionable
activities over and above any legal requirements; ethics often provide us with a set of
guidelines for appropriate behaviour

exponent the power of 10 by which the mantissa in a floating-point number must be
multiplied to regain the original number

firewall hardware and software that restrict access to data and information on a network
ﬂoating-point number a number with a fractional or decimal component

focus group a small group of individuals who are carefully selected, so that each one fits a
particular demographic and the researcher can obtain the necessary data through 3 guided
discussion that probes the participants’ attitudes about the topic

footnote a reference that is listed at the bottom of the page on which the citation is made

full backup copying all chosen files to a backup device; it can be slow to perform, but is the
easiest and quickest form of backup from which to restore data
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incremental backup similar to a differential backup in that it works in conjunction with a full backup, and only backs up files
that have been altered since the last incremental backup, but it uses more than two backup media; it is the most complicated
strategy from which to restore files

information processed, organised and value-added data, which can be paper-based (hard copy) or digital (soft copy)

informed consent a necessity for all participants before agreeing to take part in research; participants must be informed of
what the research involves, the time commitment expected and any possible risks that may arise

integer a number without a fractional or decimal component
interview a conversation, usually between two people, in which questions are asked and answers are given

malware short for ‘malicious software’; programs designed to infiltrate and cause damage, disruption or access to a device or network
without the user’s knowledge or consent; includes viruses, worms, Trojan horses, adware, spyware, logic bombs and keyloggers

mantissa all of the digits in a floating-point number, with a decimal point after the first digit that is not zero
observation a way of finding out about the world around us by using our five senses
open-ended questions queries that allow people to answer in the manner they wish

participant information statement a document that provides participants with information about the research in an
unbiased way, and also provides the scope to answer questions that the participant may have

password a secret term used to identiFy the user
p|agiarism passing off someone else’s work as your own
precision being exact

primary sources original, unprocessed data and resources; that is, information that has not been processed, analysed or
interpreted in any way, such as interviews, speeches, emails, debates and meetings; primary data usually comes from stakeholders

pseudonym a fictitious name that is given to a person, or that is chosen by a person, to hide or protect their identity

qualitative data collected data that is based on subjective data-collection techniques such as interviews, focus groups, video
footage and observation

quantitative data collected data that is measurable and specific; quantitative data gathering is based on verifying a theory
through the use of statistics and data that is largely numerical

record an indexed set of related elements. All elements within a record have a field index and may be of different data types

referencing citations in a document that assist readers to know where to locate the source of an original idea or quote in a
piece of work, and assist students to avoid plagiarism

relevant appropriate to the discussion
reliable able to be trusted
research question a question that enables a researcher to narrow the focus of the topic of the investigation

secondary sources sources of information that has been processed, interpreted or analysed in some way by other people,
such as textbooks, websites, magazines, newspapers and TV programs

stakeholder an individual or group who either has an interest in, or is affected by, the decisions and actions of an organisation
string a data type representing a set or sequence (collection) of characters

survey usually a set of questions that ask for a response from a list of alternatives, such as A, B, C, D, or from a range, such
as 1-5 or very low to very high; surveys can easily be given to many people, and are easily processed and analysed using
computer-based methods because the answers can be recorded as numbers

theory a general statement that describes something, provides an explanation of why something happens and can be applied
to predict what will happen in the future

unencrypted data data that is not protected by encryption and can thus be read by anyone; also known as ‘plain text’
username the name given to the user on a computer or computer network

variable in programming, a key word, phrase or symbol that represents a value that may change
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vested interest arises when an individual, group or organisation has a strong personal interest because there is an advantage
to be gained

whitelist a list of those programs and |IP and email addresses to which the administrator has granted access to a system or

network

1

10

1

12

13

14

15

16

Important facts

Data must be relevant to produce usable information. Data needs to be processed while it is current because decision
making should not be based on outdated data.

Data that is entered into a computer must be accurate. Transcription is often a cause of error. Transcription errors occur
when the person entering the data misreads the information through, for example, a lapse in concentration or being
interrupted, or presses the wrong key.

Interviews are usually done one-to-one, but can sometimes be done in groups, and can take a substantial amount of
time. A major feature of an interview is the opportunity for in-depth follow-up and clarification questions that cannot be
done with surveys, which are often answered in private. Interviews are very useful for eliciting the feelings, attitudes and
opinions of people that are too complex to easily record in a survey.

Bias can infiltrate data if the respondent to a survey or interview has a vested interest in the outcome of the research, if
the timing of the data gathering is inappropriate, or if the chosen sample size is too small.

Timing of events needs consideration when collecting data as it can cause skewed results, which can lead to inaccurate or
misleading conclusions.

Sample size must relate to the purpose of the data collection. Generally, a larger sample size leads to greater precision.

There is a plethora of unchecked information on the internet; however, some of the views presented may not be widely
accepted or proven. Sources cited should be reliable.

The American Psychological Association (APA) created a style guide to assist with academic writing such as essays, books
and other publications. The APA style is widely used and is the style that students are expected to reference.

Privacy is a fine balance between the interests of researchers and those of the participants. Privacy laws attempt to stop
inappropriate intrusion into the lives of individuals. Often, however, the problem is not the collection of data, but how the
data is used or misused by people entrusted with it.

Researchers must ensure that data and materials generated and collected as part of their research, regardless of the
format, are stored securely in a durable and accessible form. Stored data can be protected with both physical and
software-based controls, such as backing up of data and shredding of confidential documents.

Cloud-computing companies provide offsite storage, processing and computer resources to individuals and organisations.
These companies are typically third party and they store data to a remote database in real time.

To verify users’ rights to access a network, security features are required. A system of establishing usernames (or user IDs)
and passwords allows for the identification and authentication of each user.

The Privacy Act 1988 (Cwlth) was amended by the Privacy Amendment (Enhancing Privacy Protection) Bill in 2012.
This came into effect in 2014. As part of this Act, the Australian Privacy Principles (APPs) replaced the National Privacy
Principles and the Information Privacy Principles so Australia now has one set of privacy principles. The APPs apply to
Australian Government agencies.

APP 2, ‘Anonymity and pseudonymity’, offers individuals dealing with organisations the option of using a different name
or a pseudonym in relation to a particular matter.

APP 6, ‘Use or disclosure of personal information’, states that the information that is being held is in line with the primary
purpose it was intended for. Information cannot be used for a secondary purpose without consent from the individuals
concerned.

APP 11, ‘Security of personal information’, states that reasonable steps need to be taken to protect personal information
an organisation holds from misuse, interference and loss, and from unauthorised access, modification or disclosure. The
organisation also needs to destroy or de-identify personal information in certain circumstances.
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Review quiz Data and information

1 What can occur if information is produced from incorrect or incomplete data?

2 Why is it important to ensure that data is accurate?

3 What are the properties of usable data?

&L What is a common cause of inaccurate data?

S5 How can the accuracy of a primary source be determined?

6 With an example, explain the importance of timeliness in ensuring the quality and usability

of data.
7 What influences the introduction of bias into data?
8 What is the difference between quantitative and qualitative data? Provide two examples.
9 What strategies could be used when gathering quantitative data?
10 Provide an example of referencing based on the APA style.
11 Why is it important to obtain permission when collecting data?
12 What is the purpose of consent forms?
13 Why is encryption important in data security?
14 How do usernames and passwords protect data?
15 What makes a strong password? Provide an example of a very strong password.
16 Describe a strategy for backing up data.
17 What is the difference between a full backup and an incremental backup?

18 Why is it important to secure data when conducting research?

Interactions and impacts

19 How do the Australian Privacy Principles affect the individual?
20 Under which Iegislation do the Australian Privacy Principles fall?
21 Why is It important to de—identify personal data?

22 What is an ethical dilemma in the context of data collection for research purposes?
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APPLY YOUR
KNOWLEDGE

Street traffic

1 Milorad believes that there is too much traffic in his street, particularly on weekdays — in the
morning and evening. Milorad lives in a small residential street, but cars use this street as a
short cut to avoid traffic lights and the main roads. Milorad wants to do some research to
support his theory about the traffic on his street, and present a case to the local council.

a Clearly state the topic Milorad will investigate.

b What type of data will Milorad need to collect to assist in his investigation?

Identify an appropriate data-gathering technique Milorad could use.

Justify the selected data-gathering technique.

How will Milorad keep the data safe?

Does Milorad need to get permission to conduct his research and, if so, from whom?
What tools will Milorad use to interpret the results?

What types of relationships and patterns is Milorad looking for?

-_Fa = o0 o n

How will Milorad present the data to the local council?
Internet usage
2 Go to the UN Data website and select ‘Datamarts’. Then find the World Telecommunication/

ICT Indicators database from the list of all the data sets provided. Select to view the data on UN Data
the percentage of individuals using the internet.

a Filter the data to show only the value of countries using the internet in 2010-14 from
10 countries. It is best to select from a mixture of countries to highlight the differences

between them in levels of access to the internet.
b Copy and paste this data into a spreadsheet program.

Create a column chart and a scatter diagram chart to depict these statistics.

0

d Discuss which graphic representation best conveys the data and why.

CHAPTER 1 » DATA ANALYSIS
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CHAPTER

On completion of this chapter, you will

be able to demonstrate know|edge of:

Approaches to problem solving

structural characteristics of
spreadsheets and databases, such as
cells, fields, records and tables

types and purposes of data visualisations
suitable for educating, entertaining,
informing and persuading audiences

functional and non-functional
requirements of solutions, constraints
and scope

design tools for representing the
functionality and appearance of

databases, spreadsheets and data
visualisations, such as annotated

diagrams and mock-ups

formats and conventions suitable
for databases, spreadsheets and data
visualisations

software functions and techniques for
efficiently and effectively manipulating,
validating and testing data to develop
databases, spreadsheets and data
visualisations

Reproduced from the VCE Applied Computing Study

Design (2020-2023) © VCAA; used with permission.

Data visuvalisations

If you can imagine the amount of data that is generated every day just
by using social-networking tools, you might also be able to imagine that
there is someone, somewhere, who is looking through a mountain of data
for meaning. Data visualisation is the process by which we take large
amounts of data and process it into effective graphical representations
that will meet the needs of users or clients. These representations

can take the form of charts, graphs, spatial relationships and network
diagrams. In some cases, the data visualisation might involve interactivity
and the inclusion of dynamic data that allows the user to deduce further
meaning from the visualisation.

This chapter introduces students to the knowledge and skills needed to
use software tools to access authentic data from repositories and present
the information in a visual form.

The key knowledge and skills are based on Unit 1, Area of Study 1. If
a data visualisation is effective, it reduces the effort needed by readers
to interpret the information. This chapter takes students through the
different types of visualisations, and then uses a case study to explore
some of the tools available to process data from various sources and
repositories, such as the domestic energy consumption records, the
Bureau of Meteorology and the Australian Bureau of Statistics.
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CHAPTER 2 » DATA VISUALISATIONS

What is a data visuvalisation®

Data visualisation results from using software tools to access and select data from large data
repositories, and then present that data in graphical form. This can be in the form of graphs and
histograms, charts and maps, or spatial relationship diagrams and network diagrams. This type
of graphic representation helps the viewer
to identify patterns and relationships in vast
amounts of data that would not be identifiable
in the raw data. Data visualisations can be still

Virtual reality and
augmented reality are

discussed in Chapter 6.

(static) or moving, or updated regularly or
in real time (dynamic). Emerging examples &
using virtual reality (VR) and augmented ¢

brary

reality (AR) allow viewers to be immersed
within the data to observe patterns and

L I‘\v-l -

b

relationships. i

While there are many ways to convey ¢
information based on data, a visual method
. : « ¢ - FIGURE 2.1 The human brain has a preference
is the most effective. Extensive research ; , : ; _

- I for visual information. The primary visual cortex

has consistently supported the proposition Copnllavs il i somccisilon il vt il ns
that humans gain better understanding by highlighted here. The visual cortex receives and

visual communication. The human brain processes visual input from the retina.

has developed to interpret visual data quickly
and accuratel}-’.
There are two main aspects of visualisation communications:

« Information visualisation deals more with ideas and concepts.

e Data visualisation offers a graphic representation of complex data sets.

Less data
_ Explanatory
Data info/type: proesshy, framewo k Data info/type: simple, lv vb ume
Visualisation type: simpl&ymetapho ical Visualisation type: co ventio al chart, static
Visualisation features: co véatio metapho Visualisation features: clear po nt, simple narrative
Typical setting: presentatins, t8ach ng Typical setting: fo mal presentatio s

Goals: learning simp ify ng Goals: affirm, set co tek

Conceptual > Data-driven

Sftype: big data, con plex dp amic
Visualisation type: metap ical, creative VisualisatioMtype: advanced, unco ventio al
Visualisation features: co ventio metapho Visualisation f&atures: interactive, aute dynamic
Typical setting: wo k ng sessio , brainsto ming = Typical setting: wosk ng sessio s, testing analy is

Goals: d scee ry, simp ificatio, learning Goals: trend spb tingMsense mak ng, deep analysis

Data info/type: con p ex undefined

\d

Exploratory More data

FIGURE 2.2 Data and information may be visualised in several ways.
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Purposes of data visuvalisation

There are many purposes for a data visualisation. A successful chart could satisty many needs
by simultaneously:

« educating to develop understanding
« entertaining to amuse and distract or provoke a response
« informing to convey information

« persuading to encourage adoption of a point of view or opinion.

INTERESTINGNESS USEFULNESS
Relevant Usable
Meaningful Fit to purpe e
Innea tive Efficient
INTEGR TY BEAUTY
Accuracy P Structure
Co sistency Stary/ Appearance
E s concept Harmo y
Visual form
Information
/data

Information is Beautiful.net

FIGURE 2.3 What makesa good visualisation?

Categories of data visvalisations
Data visualisations can be loosely described in two categories:

* explanation — to convey an existing point ot view. This style may also be persuasive,
inviting the viewer to reconsider a previously held point of view

* exploration — allows for some user choice. The views are selected trom a range of options.
The combinations of views, while necessarily limited, are not predetermined. The viewer
may locate and further interrogate a data item of interest.
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_ . - _ _ _ Spelling varies according
An explanatory data visualisation sets out to explain a point of view. Features of this type of  to whether AU/UK or US
English is being used. In
this text we apply the

Explanatory

visualisation are that it is:

+ clearly expressed AU/UK spelling
' . ‘visualisation’, rather
. Sll]]ply laid out than the US spelling

‘visualization’. Curiously,
when abbreviated, the
AU/UK ‘dataVis’ is
consistent with both

Explo ratory spellings, while the

alternative ‘dataViz’ is not.

« based on known facts.

Exploratory visualisations allow users to select a value or category to explore connections
and relationships. An example is shown in Figure 2.6, which is an on-screen interactive
visualisation of student progress and results. The relationships between submitted work,
progress and grades for the entire class group can be combined onto one screen. The hover
tooltip reveals further details on each record. As further records are added, the display is
recalculated and updated.
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E (41
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£ 3 ' . _ . 11
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FIGURE 2.4 Thereis very little number data here. Consanguinity shows the degree of separation from a

person of interest across a family’s generations, known as ‘how many times removed’.
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Informing by demonstration or exhibition

Demonstration or exhibition visualisations allow for demonstration of relative data values
and comparison between categories. On-screen, these may be interactive to allow for user
input and direction.

Elevation span of every country in the World

Distance between the highest and lowest point in each country

B
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FIGURE 2.5 Complex data sorted and shown in descending data order. Australia is indicated by

contrasting blue outline box.
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Decisive Data University Carroll, Pete
How are my students doing overall? How are my students doing with assignments? | R | ato Comphete
Student Grade Srudent
Dr. Seuss A 63 98 Dr. Seuss . . . . .
Emerson, Raiph Weldo A 9212 Emerson. Raiph Waido g
Faulkner, William A s Faulkner, Wilikam . . . . . . - .
Greene, Graham A 90 63 Greens, Graham [+] [+
Geinam, John A #2.50 Grisam, John .
Hardy, Thomas B 86 80 Hardy, Thomas = . 5]
Heller, Joseph B 80.63 Heller, Joseph w =
Hemingway, Ermast Cs T7.1% Hamingway Ernest . v
Hormer 8 8165 Homer }_3
Huge, Victor A 104 Hugo, Viclor g’
Hunley, Aldous F 62T Huxiey, Aldous ;lj‘:
Irving. John A 90 64 Irving, John 7 ] f
Joyce, James A LR ] Joyce, James = E=1 =
Walhe Feoume A - me - .. o - — IL::
What is my course grade distribution? What is my course late assignment trend? What is my course missing assignment trend? ©
L
1% o~
v
10 5
@
: 10 4
- o
| g
LR =
- B @
L
(43
LS.
: 4] B E - iy, A%
A A- B B- Be c Ce D F Dua Date _:;E

© DECISIVE DATA - data has been altered

FIGURE 2.6 An interactive dashboard with data visualisation. This Tableau demonstration has hover too|tips

for each element to Provide further detailed information.

Types of data visuvalisation

Data visualisation is a relatively new field of computing. As more and more data sets are
made available, the number of individuals and organisations performing analysis on this
data is also increasing. The variety of visualisations being used is endless. Data is being
manipulated and processed into new forms of visualisations every day.

Any graphic that displays and explains information, whether data or words, can be
described as a ‘data visualisation’. Data visualisations can take many forms. The elements
used to convey the message can include:

« graphics

e 1mages

« video

« audio

« animations
« data

o text

e charts.

The first charts were produced in response to a need to convince others about a situation.
The visual presentation was a means of showing numbers that were otherwise too difficult to
follow and whose significance was therefore lost.


file:////www.de
sivedata.net/Kl2-classroom-evaluadon
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Florence Nightingale, for example, was not only a nurse, but a statistician and a social
reformer. She made use of a rose chart or coxcomb chart — a combination of stacked bar
and pie chart used to convey proportion and amount in one image (see Figure 2.7). She used
this to convince hospital administrators to change hygiene practices during the British war

in the Crimea (1853-56).

1N
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FIGURE 2.7 Florence Nightingale provided persuasive rose chart analysis arguing that disease caused more
deaths than wounds in the Crimean War (1853-56).

Chart with a story

Widely regarded as the best graph ever drawn, Charles Minard’s visual representation of

Napoleon's march to Moscow (Figure 2.8) gives the user information on several levels at
once:

« geographical
« climatic
« numerical.

The top line represents the troops moving (from left to right) towards Moscow in
1812-13. The figures on the side of the line show the dramatic fall in troop numbers, and
the corresponding thinning of the line shows the fall visually. It can be seen that each time
Napoleon crossed a river, he lost large numbers of troops. The line at the bottom of the
graph shows temperature. As the temperature continued to drop, still more troops were lost.

The black line shows the troops retreating (from right to left). One can only speculate
about how different history might have been if Napoleon had had Minard in his midst
during his troop campaign in Russia.

Thirty years later, Matthew Henry Phineas Riall Sankey used this visualisation for energy

flow. This type of graph came to be called a Sankey diagram. These band graphs are
routinely used for illustration of flows.

9780170440806
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CARTE FIGURATIVE des pertes successives en hommes de 'Armée Francaise dans la campagne de Russie 1812-1813,

Dressée par M Minard, Inspecteur Genéra/ des Ponts et Chaussées en retraite.
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FIGURE 2.8 Charles Minard’s map showing the French army’s disastrous Russian campaign of 1812.
The graphic represents six types of data in just two dimensions: the number of Napoleon’s troops; distance;
temperature; the latitude and longitude; direction of travel; and location relative to specific dates.

Charts

A chart (also known as a graph) is a method of displaying data visually, where the data set is
represented as symbols in the chart. Many spreadsheet applications have charting (or graphing)
capabilities. Features of a chart can include a title, axis, scale or grid, data labels and a legend.
Charts are often used to visualise numerical data. There are a range of chart types, and
each type is used for different purposes. A bar chart can be used to compare different items, a
pie chart to show each data item as a proportion of the population, line charts are usetul for
showing the trend in a data item over time and histograms are useful for grouping data, then
showing the frequency of each group. New types of charts are regularly developed that have not
been seen previously as animation and presentation technologies allow greater functionality.

Which chart to choose?

It is your choice how best to present the data you have selected to present, illustrate and

support a statement of your findings. There is no best way, but there are other, better ways of
presenting the data and information.
In making your decision on how to present the data, consider how you will:

+ convey a message or meaning

+ identity trends or specific information
« illustrate an aspect worthy of attention
« provide an overall view of the data.

Ditterent types of charts have advantages over others for achieving clearer communication.
Figure 2.9 shows different types of charts used for different purposes, but these only scratch
the surface in terms of types of data visualisations.

9780170440806
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FIGURE 29 Some common types of data visualisations; network diagrams and maps are not shown.

Qualitative Chart

Chooser

Interactive 3D globe

Qualitative data presents some difficulties as charts using standard axes do not easily
display such data in a meaningful way. The Qualitative Chart Chooser website has a gauge

to determine which chart may be appropriate.

Maps

A popular method of displaying geographical
data is to use map-based visualisations.
These types of visualisation are often called
geospatial visualisations. Geospatial data
is data that is related to the geographical
location covered. Data could be related to
population, roads, rivers, climate, mobile
phone towers or any other characteristic
of the area. Many geospatial visualisations
are dynamic and allow the user to zoom in
or out or navigate over an area. Geospatial
visualisations are becoming more popular
because they are a very powerful tool
that allows the data to be brought to life
through visualisation. As a range of data
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FIGURE 2.10 This map from the Bureau of
Meteorology (BoM) shows predioted wind direction

and speed.
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CHAPTER 2 » DATA VISUALISATIONS

can be overlaid with a geographical location, the uses for these types of visualisations are
many. They have been commonly used for agricultural, environmental, mining and urban
planning purposes, but the list is endless.
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FIGURE 211 Anexam ple of geospatial visualisation. The legend for BoM weather forecast maps was

modified in 2013 to include mauve for temperatures above 50°C.

Networks

Network visualisations show relationships between different data items and relationships
between different data sets. Finding relationships within and between data sets has been an
area of increasing interest in recent years as more data has become publicly available from
both government and private organisations around the world.

A network visualisation might show the frequency with which individual players might pass
the ball to each other in a football game or the number of people who travel on a public transport
system each day. Network visualisations are also used to represent the layout of computer
networks and public transport systems. Figure 2.12 shows examples of network visualisations.
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FIGURE 212 (a) No map exists of the entire internet, but these lines show the paths an email may take
across some of the largest networks; (b) network visualisation of low-cost flight connections from Melbourne
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Time visualisation represents a data item or data set over a period of time. Some time-
based visualisations will show historical data, while others capture live data to provide real-
time information. It is also possible to display the dimension of time by adding motion or
animation to create a dynamic data representation.

The data could also be related to a timeline or time series. Timeline data may relate to
individual items or events and show the order in which the items or events occurred over a
time period. Time series data may relate to the same data item and show the variations or
changes in the item over a time period.
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FIGURE 213 Time visualisation: screenshot from gapminder.com showing
GDP for several countries from the time Period 1918-2018

Flow visualisations involve representing data that illustrates the flow pattern of one or
more data items. This could be the pattern of customer movements through a supermarket
or the series of pages a user would visit on a website to complete a transaction (user-flow
diagram).

Flow visualisations are also used for scientific purposes to visualise the tlow patterns of
objects that are normally invisible, including air and water. The data for this visualisation
(Figure 2.14a) was collected during testing using a wind tunnel, and the data converted to
an image. The basketball court heatmap (Figure 2.14b) represents the location of players
during the game and can be used to inform tactical and strategic planning.

FIGURE 214 (a) Flow visualisation of air speed; (b) heatmap of movement of players on a basketball court
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Matrix visualisations can be used to show the composition of individual items in the

Matrix

samplesize. Inthisregard, they can be considered similar to pie charts. Matrix visualisations
often divide the display area up into grids (similar to cells in a spreadsheet). Different
sections of the display area are then used to represent the proportion of individual (or
groups) of data items.

Matrix diagrams can be used to compare ditterent data items, similar to a scatter chart.
Again, the display area is divided in a grid or table format. Figure 2.15 shows a number
of matrix visualisations, each of which represents a county in the United Kingdom. The
colours represent the percentage of people who voted for a particular political party in

an election.
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FIGURE 215 Matrix visualisation

A quick word about truthful graphs

Any graph type should be considered if it can accurately and truthfully convey insight or a
message. There are, however, several graphs that consistently mislead and confuse.

Pie charts

A pie chart shows numerical proportions of a whole entity. If a pie chart is to be truthful
then it should only be used with fewer than six categories and be presented with a 2D aspect.

When choosing to use a pie chart, ensure the parts add to 100 per cent, and that the pieces
of pie are ordered trom smallest to largest, beginning at 0° (the top of the circle), and moving
clockwise.
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‘If the only thing worse
than a pie chart is lots of
them, then | think I've
discovered that the only
thing worse than lots of
them, is half of one.’
Tufte, E. R. (1983). The Visual Display

of Quantitative Information. Cheshire,
Connecticut: Graphics Press.
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FIGURE 216 An example showing the limitations of bar charts and pie charts for quick accurate comparisons. A limitation of the bar chart
is that it is not immediately apparent that it represents a total of 100%, so each bar is a proportion of the whole.

Three-dimensional pie charts can be misleading. Three dimensions represented on two-
dimensional media must distort the information contained by the graphic. These distortions
may misrepresent the data and create perceptions that are wrong in fact.

FIGURE 217 The 3D pie

chart appears to show carrot
(orange, 34%) is smaller
than broccoli (green, 25%).
The angle to the eye is
larger for the sector at the
lower edge of the visual. This
distortion creates a false
impression.
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The most glaring 3D to 2D distortion is the mapping of Earth’s globe in two dimensions,

where areas of countries are stretched or compressed. Africa and Australia are consistently
reduced in size, and Europe and North America are enlarged. This creates a wrong
impression about distances and relative sizes. Different arrangements of the chart (known as
projections) can achieve better understanding (Figure 2.18).
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FIGURE 218 (a) A Robinson projection was designed to keep types of distortion (direction, distance, shape
and size) low across the majority of the map. It becomes more distorted at the poles. lts purpose is to be visually
appealing. (b) A plate carrée (flat square) projection has noticeable distortion. (c) A dymaxion projection has
less distortion and there is no ‘right way up’. This reduces the bias towards the Northern Hemisphere inherent
in the other map types. However, it can be confusing to use.
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In the hands of novice
users, statistical packages
can produce many
meaningless statistics.
Mathematicians would
know that trend lines do
not apply in every case.
The use of trend lines is not
appropriate for non-linear
relationships and outliers.

Data36.com

How couples met

Plot all the data

When summary calculations of dataare made, the detailsare lost. The various forms of averages
(mean, mode, median, variance, standard deviation) all calculate a central ‘representative’
value. If a trend line or average is the only information quoted, then significant details may
be disguised or obscured and the result may just be misleading.

The famous example by Frank Anscombe illustrates the significance of seeing all the data
(Figure 2.19). The descriptive statistics, mean, variance and regression trend line are very
similar — to the point of being identical — yet the data sets are completely different.
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FIGURE 219 The descriptive statistics (mean = 9, variance = 3.32) and regression trend lines are identical
for all four data sets graphed. When the data is plotted as a scatter plot, you can see that the data sets are
completely different.

Animation can show development over time

On-screen visualisations have a clear advantage over static or print. See the weblink ‘How
couples met’ to see the relative frequencies of the manner in which future couples first met
over the decades from the 1960s to the 2010s. In Figure 2.20 you can see the movement of
the Met online category from nearly last in 1960 to number one in 2010.
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FIGURE 220 How couples met, 1960-2017

Dynamic data visualisations

A dynamic data visualisation is one where the appearance of the infographic can be
changed (see Figure 2.22). This can be done by the user selecting alternate views, which may
have been previously processed; in this case, it is also known as an interactive visualisation.
Changing the appearance of the infographic can also be achieved by updating the data,
or by the data being continually updated so the latest information can be included in the
presentation.

Immersive media is becoming more widespread and acceptable when providing a ‘lived’
experience. The viewer, rather than observing a 2D or flat image, can get in between the
data points in a virtual reality (VR) 360° data model, 3D or 360° graphs, which can be seen
through a VR viewer.
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FIGURE 2.21 Geospatial data can be used to create 3D visualisations that

mu|tip|e users can view through a VR viewer.

Guidelines for creating charts

You should follow some simple rules with charts:

« They must have titles.

e The x-axis and the y-axis must be labelled.

« Use a key (or legend) it more than one set of data is provided on the same graph.

» Include author identification and/or the source of the data, the date and a filename
(if appropriate).

« Include the unit of measurement on the relevant axis.

 Label each segment of a pie chart.

« Arrange segments of a pie chart (starting at 12 o’clock position) from smallest to largest.

« Consider including absolute figures as well as percentages.

« Choose colours that match the information being discussed.

« Use graphs to show trends or relationships between values on each axis.

«  With pie charts, if possible, limit the number of items represented in a chart to five or six.

Q'-"v?ﬁ' i 'alald =] 3 b ('-,: FIC 0 Y7al81 4 o o b (i;L V. o = ‘a1 & & 4':';- =1 I Y
B | L ] -5 F R R B B Sy B AV BR R -k 2 [, ann | Josc® § a0 F B 0 N ] L ¥
. (BAWAW L 1154 t‘.-}:‘ P A W [(_- F W8 o W i &Y v (= § | | - wiil S n; WAL \'._';

The software chosen to create your charts will be capable of reading, processing and
displaying your data set. Some data in raw form needs to be ‘cleaned’ or wrangled in order
for the chart to be displayed. For example, some elements may have text instead of numbers
recorded, or have empty fields. Sometimes what appears as numbers has been entered as text
(or string) and will need to be converted. If the raw data is presented in a table format (rows
and columns), the headings will need to be verified so each of the column data is known
to be as it has been assumed. A chart can be created once all the data has been verified
and cleaned ready for processing. Microsoft Excel, Tableau and Wolfram Mathematica are
readily available software applications that can provide tools to construct many types of charts.
These applications are downloaded and installed to a single computer. Online tools such as
Plotly and DE3 require registration to save the graphic. Combinations of D3.js, R and Python
would be considered industry standard; however, these are well beyond expected VCE skills
and knowledge.



CHAPTER 2 » DATA VISUALISATIONS

A Brief History of Olympic Sports A Brief History of Olympic Sports
Clhch o & a2a0rT 1o Aiee avtld | FeelL Ty Click on 8 1007 1S 18 Twap rouits
Pictograms Pictograms
s \ " e O e O
1) T — e ~
! ] jlll I < _;&,_
Olympic Sports Sport: All, Gamas: All Olympic Sports Sport: Basketball, Games: 1936,
| e ] 1948, 1952 mare
PRAESSRISRRENMLLARNAARENE o — SEERRERRINIRENAREERRERRQRRE VO1RmS
[R— ™ Bl e e el
aam . o I — o o e—
wrirery T NasasEERANe - Arrery il |
At Carvont e EEEEaER P Ry Tre— teway [N
it an S ENEAEERNEE NN S SO NEENEES B orr— ey [ Covrtry Austraiis |
Bar sEEEEw g ez s @ Vede!  Brende
fesun NI et s - W canst §
- SeSESESASSNEEERRES e eattet SENERSENENEEEENNES Y |
e Pars 3 R [ o
[ — seEEn *""“'; B vyl " P v N B
Posy N ENNNNSTEANENRRENERENNS s [ St s
oty - SESEEENNSREEENSNSE 'w'-= Ty e Caniony
T T Raree R
Urmanet L bl | :
Cyevmg LA ALl a0l 000000 01]] e Cyring
D EEEEEREEEGEEERIREAEEEREES ereace Dwing
P 5 SENNENES SEEESNENENNEEE - St
terng EEEEEENEE NN NN SN EEER NS —] Rateing
gy basting L N [ | Fogsre Lt g
ot Sssssss sessessscneasesans S e ik i dne o
A Brief History of Olympic Sports
Chach o 8 300rt Lo oo Madal results
Pictograms
ey Aty Mateyeetar Bimarball Meain Wby bl L] L meem—
. . - R O
1 _)' & r = g <
'™ J i
\ LJ Q ) __r_i:&_ e
2
EU
Olympic Sports Sport: Archery, Athletics, =
- - Badminton and 29 more, Games: -
SRERERERRRIARERIRRRANERNARG 2O =
Aer gy =
Lo e peees e =
srcrary = e S D
art Cemrpertam o e | i
seremis R |
Bagnotn £ SRR . | g_
— of T — o
Basgue Peisrs - . =
f— - s FIGURE 2.22 Dynamic data 8
“ w“ . . » . E
Conng . - — visualisation has a menu that ©
- Contry Aamiraha . -
oy - —— at: allows choice of data to be viewed. g
Bemana . - - -
i A - - Interactive features included: Tooltip o
Fenong - Y metamd 1_2
P Saating ormay hover, Menu buttons, Year button, o
atne) [ ] Coeacu R .
o ! ® @ 8 0w Country button. el
= -]
ey e RANDOW '

—ﬂ-I- ———
— vt wem oo [l

"-.":. .'-.’.' et -
= XL A AT
el AL R A A
> ErFF] S
2 g - ‘s‘ : ..".'i... ‘,.’,.'. d
”'# ;""5 An e .0’.....;'.‘.‘.. '
"i is iy 1"‘ - "'.'..-.I'.-. .
ERBEE) By et
| TEEEEEEE RS ER R
rrelrrey b U ai...l,,&# YA
ry a,ﬁ‘ 11“.““«‘.,3 & ‘$ 5 s
Rcdiiid SRR
p',; :;i, g ~.§’U’~’
"_ z .A o i XS
"rey 1.:.; __ B T Ty Ty
v 4 3 A0S
: ¥ e
="y p f 2 Gk e

FIGURE 2.23 A Mathematica interactive data visualisation showing air speed
near a circular fan (90°) in a model wind tunnel. The air speed is fastest near the fan
blades, slowest at the centre and edges. Menu choices alter the view displayed.
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FIGURE 2.24 Tableau Review of World Energy 2012. These two views illustrate how different displays can
be chosen using a menu. Each element has a hover tooltip to provide more detailed information about the
country chosen. A country can be chosen by reference to the map, or to the country listing bar chart, or the

scatter P|ot. Colour i1s used to indicate amount of resources.
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Smart meter data

Victorian electricity subscribers can apply to their provider to obtain a record of their
electricity consumption. Smart meters installed at most premises record consumption
every 30 minutes. Consumers can analyse their consumption patterns and consider
whether to change their electricity use behaviour.

Many consumers have adopted a time-of-use electricity plan. Certain ‘peak’ and ‘off-
peak’ time periods are designated through the day. The pricing is higher or lower at
these times to encourage or discourage consumption. Note: every retailer has a different
pricing structure so making comparisons becomes very difficult, unless you have access
to data visualisation software. @
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SampleElectricity
Consumption.csv

Several retailers have seen the confusion deliberately created by many of the existing
retail players and have provided ‘real time’ calculation of consumption and pricing to gain
a marketing edge.
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FIGURE 2.26 Raw data supplied by an electricity provider. Electricity consumption is recorded by the

smart meter every 30 minutes.

THINK ABOUT APPLIED COMPUTING

Ask if you can get your household’s electricity consumption file downloaded from your electricity
supplier. Your school can also acquire this data. Alternatively, go to NelsonNet to download the
sa mp|e file Sump’eE!ectrictyConsumptfon.csv.

Explore the data to discover any ‘dodgy’ (unvalidated) data, which needs to be ‘fixed’ (corrected).
Unvalidated data is the contents of any cell that will not be plotted by software (i.e. not a number).

Step 1: Plot all the data
The only way to get an idea of what you have is to make a scatter plot of the data.
Step 2: Look for patterns

‘What about ...?" is the key question to begin your investigation of the raw data. There may be ‘odd"
plots or . These may be items of interest for further understanding. Each plot corresponds to
a date and time. Peaks will indicate the largest amount of consumption. Individual dots may not show
3 pattern.

Step 3: Plot each series
On the same axes, plot each 24-hour day (48 readings on each of 365 days). Calculate the total

consumption for each day.

Step 4: Plot each day as a bar chart

Alternatively, a stacked bar chart could show the consumption each day and the total each day. The
tooltip hover feature will allow inspection of items of interest.

Note: For those consumers with solar PV panels, it will be possible to have ‘negative’ consumption
indicated. Consider what this means for calculations. It will be necessary to consider those
consequences for total consumption and for billing purposes.
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Design principles for
data visuvalisations

Design principles are guidelines to help you enhance the appearance and functionality of
solutions. Graphic solutions that are displayed on-screen need to be easily understood and
accessed with minimal time and effort.

To communicate effectively, graphic solutions need to be clear and functional. You need
to ensure that facts are obvious and your message is unmistakable. Your solution must be
carefully designed, taking the design principles into account.

The usability and accessibility principles shown in Figure 2.27 are discussed in the
following section, in terms of how they may apply to your solution.

Design principles

¥ v
Functional requirements Non-functional requirements

: Y
Usability Accessibility

¥ 7 v v \
xibility i Navigation lacance

FIGURE 2.27 Design principles are accepted characteristics that contribute to the functionality and appearance of solutions. For VCE Applied
Computing, the principles that relate to functional requirements are usability and accessibility, and non-functional requirements are appearance.

Functional requirements

Functional requirements relate to what the data visualisation should do. Typically,
functional requirements will describe a behaviour or function.

Usability

All graphic solutions that represent data need to be easy to use, flexible and robust. The user
should be able to acquire the required information easily and efficiently. When designing
your data visualisation for usability, consider the following.

« Can the user understand the graphic form and the information it conveys?
« Can the user quickly identity the purpose and interpret the critical data?
+ Is the graphic form accurate and a true reflection of the data that has been analysed?

« Have you saved the final data visualisation in a format that maximises legibility, and in a
size that will be quick to load?
« Have you chosen sensible dimensions? For example, you may want to think carefully

before designing wider than most website body panes (around 800px) for a browser
presentation or 16:9 ratio for computer screens and (most) projectors.

« Have you chosen easily readable font sizes?

« Have you tested the data visualisation in multiple browsers to check that it works? If plug-
ins are necessary, these must be included with instructions.
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Accessibility

A user should be able to access meaning and relevant information from a graphic solution
efficiently and easily. Users should not have to puzzle over the meaning or placement of text
and symbols used.

To help users along, use simple and relevant labels and commonly understood symbols
and units. For example, use ‘$’ to represent money.

When using your graphic solution, users should be able to navigate their way through text
and images in a standard way; from top to bottom or left to right. A 2006 eye tracking study
found that people used an F-shaped reading pattern for websites. This reading behaviour
should be considered during visual design of web pages and graphics; for example, when
arranging chart and dashboard elements. Use size, colour or style if you literally want readers’
eyes to move a certain direction.

d/

/f-shapec-pattern-

<

"eacing-wen-content-giscaver

FIGURE 2.28 F-shapecl reading patterns can be modified by choosing page elements and emphasis

carefully.

Do not make anything so small or hard to read that it goes unnoticed. Important facts
should be treated with appropriate formats and conventions that highlight why they are
crucial.

Essentially, make it easy for users to glean meaning immediately. When you are creating
an infographic, it can never be too obvious.

Non-functional requirements

Non-functional requirements describe how the data visualisation appears rather than what
it does.

Alighment

Alignment refers to arranging text, images and objects vertically or horizontally in either
straight lines or correct relative positions. Horizontal alignment can be either left, right,
centre or full justified. Full justification refers to the text being aligned on both the left
and right margins with spacing distributed evenly across the line to achieve this. Vertical
alignment can be top, middle or bottom.
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Using alignment cleverly gives your text, images and objects a sense of order and
organisation that helps to communicate your message clearly. For example, putting
something in the centre of the page vertically and horizontally suggests immediately that it
is of central importance. Putting something in a small font size at the bottom right would
seem to be of little importance.

Smart use of alignment also helps to imply relationships between different elements of
your solution. You will find alignment tools in all graphics software packages.

Repetition

Repetition refers to the use of the same or similar visual elements repeatedly within a
graphic solution. It is used to unify elements of a layout, and is achieved by repeating
patterns, textures, fonts, colours and page elements. On a graphic solution, repetition
usually means that each section or module uses similar headings, colours, font styles or
other visual cues so that it is easier for the user to understand the relationships when
switching between elements within the solution. For example, if you have interactive and
dynamic charts, each chart style needs to be consistent when the chart switches between
views.

Contrast

Contrast refers to the visual difference in colour or tone between objects (both text and
images) in a graphic solution. Greater contrast will make objects appear to stand out more
from one another. If there is not enough contrast between two objects, they may appear to
blend into each other, making it ditficult for the user to see each of them clearly. Contrast
between the background of your graphic solution and text should make the information
clearly visible and legible.

The use of white space can enhance contrast around objects within your graphic solution.

Space

Space refers to the areas around and between objects — text and images. If your visualisation
is cluttered it may be difficult to follow. You may want to include lots of detailed information
in your solution, but it is important to put as much space between objects as is necessary
for them to be distinguished as separate and navigated through in the correct order to guide
user behaviour.

Balance

Balance refers to the symmetrical arrangement of items so that they appear balanced to
the left and right. Some asymmetrical elements have different weightings that achieve an
off-centre balance.

Constraints

Any factor that limits or restricts the data visualisation may be considered a constraint.
Constraints can be broken down into categories: economic, technical, social, legal and

usability.
Economic

Economic constraints include both time and budget. Either a lack of time or a small or
restricted budget may result in a re-evaluation of the user’s requirements, or a re-evaluation
ot how the requirements can be achieved. The deadline by which the user or client needs
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to have the solution operational will define the time available to design and develop the
solution. The longer the time available, the more time there is to complete an in-depth
analysis and detailed designs, and to develop advanced features of the solution.

Technical

Technical constraints are constraints related to the hardware and software available for
the project. Available hardware and software, memory and storage capacity, processing and
transmission speeds, and security concerns are all examples of possible technical constraints.

For example, the data collection may be incomplete, with gaps in the data sequence, or
may have errors due to collection errors or transcription errors.

Chart size limitations

The width of any graphic will be approximately one screen, or 800 px. The axes labels need
to be chosen caretully to ensure clarity.

Software limitations

The computer hosting the data may not be able to manipulate, calculate or redraw quickly.
After about five seconds, users begin to notice the computer is ‘running slowly’. Big data may
be defined as data sets that cannot be accommodated within RAM on host computers. The
data sets accessed in this course are unlikely to approach that size. For example, in research
and industry, data sets typically from 100 MB up to 1 GB file size may be considered small.
Excel, for example, is difficult to use with file sizes greater than 10 GB.

Excel, which is used for data manipulations and some simple visualisations, is limited to
255 series and 16 variables (columns) and some number precision values. An Excel chart is
essentially unlimited, with up to 1048 576 rows by 16 384 columns and most other functions
limited only by available computer memory. Tableau is used for data visualisation, and has
limitations dependent on the host computer.

Computing visualization of 'Sheet 1'..

Computing View Layout

Elapsed time 00:30 1

— —

FIGURE 2.29 Tableau measured the time it took to refresh the display when rearranging more than
100000 data points on a 4 GHz i7 CPU with 32 GB RAM. Other devices may be slower.

Social, legal and usability constraints

Non-technical constraints relate to areas other than hardware and software. The user’s
level of expertise (social) is an example where a solution, when being developed for users
with little digital systems expertise, may restrict some of the requirements that would involve
complex manoeuvres to complete.

When considering usability, all visual solutions that represent data need to be easy to use, tlexible
and robust. The user should be able to acquire the required information easily and efficiently.
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Legal requirements are another type of non-technical constraint. Privacy laws may restrict
features linked to displaying personal data in the solution, or to collecting data from the
devices of someone using your solution. Copyright laws may restrict features that allow other
users to upload content to the solution.

Scope of a solution

The scope of a solution refers to the work that must be done to complete that solution. Scope
will be informed by the functions and features of the solution. Scope is documented in a
scope statement, which may be referred to later, in order to make decisions as the solution
develops. Managing scope is about what is and is not included in the solution scope.

Design tools

Design tools are used to represent the functionality and appearance of your solution.
Normally, the solution is first sketched on paper. Several design tools can be used to represent
the design of graphic solutions; however, annotated diagrams are the most apt for planning
a solution and presenting it.

Software such as spreadsheets or databases can assist with the manipulation of data to
develop graphs and charts. This software has inbuilt search, sort and filter functions that
enable users to work quickly and with minimal effort, thereby maximising effectiveness.

While there are a wide range of design tools that may be used to design the appearance
of a solution, in VCE Applied Computing we shall consider:

+ appearance design tools

— layout diagrams

— storyboards

— annotated diagrams and mock-ups
« functionality design tools

— input—process—output (IPO) charts

—  flowcharts.

Appearance design tools

Layout diagrams

A layout diagram can be used to plan how the visualisation will appear. The diagram can
be hand drawn or computer generated but, if computer generated, it should not use the
same software as the solution. The purpose of a layout diagram is to illustrate how the final
solution will appear. Once completed, the layout diagram can be inspected to see if the type
of visualisation chosen is appropriate for the data set.

A number of alternative layout diagrams can be created to represent the data set in a
variety of types of visualisations, to help decide which type to use in the final solution.

Storyboards

Storyboards can be used to demonstrate how a dynamic data visualisation may be animated
or updated, or how user interactions may atfect the appearance of the data visualisation.
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Dieraces Teavews=0 DM AeED

To Nurmgee OF VisiTs

P =

FIGURE 2.30 A hand-drawn layout diagram set out as a column graph

Annotated diagrams and mock-ups

Wire frames are annotated diagrams that provide a visual depiction of how your visualisation
solution should look (Figure 2.31).

The designs indicate features such as differences in font size, colour and positioning of
objects. The placement of objects must be planned so that a balanced, visually appealing
and clear effect is attained.

" All text:
ID icon Hele tica
BLACK
BOLD
ID details e

AXES and TITLE:
Dropdown A
scale .
2.4 10 pt
THINK ABOUT
APPLIED COMPUTING
Bar chart
1 Hand draw one of colour: RED
the charts from
this chapter as an
annotated wire-
frame diagram Backaround
similar to Figure |
- WHITE
231, You willenk R,
be able to identify
specific typefaces
when you do this.)
Label the headers,
axis titles, labels
and chart type on
the hand-drawn
visualisation. : FIGURE 2.31 An examp|e of an annotated diagram for the Dai|y energy bar chart and for the
Energy dashboard
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The sketch is usually ‘rough” in black and white, and contains structure and placement
detail.

Mock-ups are usually full-colour, tully featured ‘fakes’ that give an indication of what the
final visualisation may look like.

What is the difference between a wire frame and a mock-up?

A wire frame is typically a rough sketch drawn in a single colour that provides layout infor-
mation: location, spacings, and content details listing colour, style, font and size (if known).
A mock-up provides format information. Colour, size, font and style details are shown on
a full-colour ‘take’ or facsimile that creates a ‘look and fteel’ of the final visualisation solution.
The annotated diagram should clearly indicate:

« the shape or type of graphic solutions
« titles and layout of the diagram

+ formats and conventions that are used in graphic solutions.

Before using an annotated diagram, you should consider the data set that will be used as
the basis of the graphic solution. The amount and type of data, and purpose for developing

a graphic solution of the data, will help you decide on the type of graphic solution to create.

Functionality design tools

IPO charts

An IPO chart (Table 2.1) is used during the design stage to clearly identify the solution’s
input and output, and the processing steps required to transtorm the data into information.
By completing an IPO chart, the developer gets a sense ot how much formula development
work might occur during the manipulation stage of the project. An IPO chart can be used
to show how data is processed into meaningful information. An [PO chart, also called a
‘detining diagram’, identifies what data is required for the solution (input), what information
the solution needs to produce (output), and the processing manipulation activities required
to transform the data into information, or the function of the solution. In the case of creating
a graphical solution, the input requires an understanding of what data is needed and where it
is coming from, the process focuses on the functionality of the solution and the output refers
to the graphical solution that is being created.

TABLE 21 An example of an IPO chart for investigation into Energy consumption in 2017

Input (data) Processing (calculations) Output (information)
Dai|y 30-minute readings for Ta”y the value for each day Dai|y total

energy consumption

Weekly energy consumption Tally the results for each week 1-52 for 2017 Weekly total

Monthly energy consumption Tally the results for each month Monthly total

Amount of solar energy Tally the negative values PV solar energy
generated daily

Energy bill for each month Tally the energy bill using peak (3 p-m.— Energy bill totals

9 p.m.)/off-peak tariff (other times)
*Reminder: Do not include PV

Solar values®
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Flowcharts for producing a visuvalisation
This flowchart (Figure 2.32) indicates the procedural stages that must be completed when

creating a data visualisation.

Creating a visualisation

-----

ooooo

Martin Krzywins«l

FIGURE 2.32 Flowchart on how to make a visualisation

- Using temporary guidelines

When planning your solution, manage the elements of your data visualisation by drawing
a visual ‘grid” (Figure 2.33). This will help you to work out where you can place items in
your solution, how much space you have, and what kind of alignment works best for each
element.

This approach can be applied to database input forms and reports, and to spreadsheet

layout(s) for workbooks with multiple worksheets, as well as data visualisation graphic
_____ solutions, which often have multiple charts and text combined in a single dashboard
----- EER RN -]
ARERRI S = Figure 2.33 is a generic visual grid that can be adapted for database, spreadsheet and
----- -~ - - visualisation designs. By adopting a template that can be repeatedly applied, you introduce
- consistency into the look of your solutions, and improve your efficiency by reducing the
time taken in arranging and rearranging objects for your solutions.

.....

-----------
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Column: Vertical containers of text and
images that provide a sense of order.
Decide how many columns you want,
along with their width, in the early stages.

Margin: The white
spaces around a
composition that
separate the
artwork from the
edge of the
composition.

Flowlines: Horizontal
lines that define areas
for placement of text
and images. Combining
flowlines and columns
creates modules.

Module: These
spaces are for
text and images.
They have been
defined as grid
areas by columns
and flow lines.

Spatial zone: Created by
multiple modules

Gutter: This refers to the spacing
between columns. If you have too
little space, your columns will look
cramped. The term is used in other
contexts in book printing.

FIGURE 2.33 The visual grid will not just help you with alignment; it also helps with balance, space and

accessibility.

Energy Use 2017

e gy —

Foamly B nespy wne

Daty [nergy Comsumption

B o e (3]

Data; Gbass

FIGURE 2.34 Imagine the layout of your visualisation with a grid overlay to align each element. Heading,

label, legend/key and axes can have their priority changed by placement or text emphasis (size, colour, style).
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Formats and conventions

Formats are related to the font type and size selected, background colour used and any
THINK ABOUT EI other change of appearance. Conventions are general rules that are followed when using a
LGNNI L[ particular format. When we present data in a table, often the column headings are in bold,
Study a number af the text left aligned and the numbers right aligned. When presenting data in a website, we use
data visualisations you clearly named hyperlinks to make it easy for the user to find the required information. When
find effective. Try to addressing a letter, there are standard rules (or conventions) which should be followed. For

identify the feS example, the stamp goes in the upper right-hand corner, the return address goes in the upper

and conventions that

have beent L left-hand corner while the ‘to” address is centred on the envelope (Figure 2.35).

make the solution
stand out.

Write your name, address, city, state and postcode.

Jane Doe I!
4

425 Sugar Lane o 4
1SO 8601 Date Sugarloaf VIC 3221
standard specifies dates
should be represented in _
the form YYYY-MM-DD. Miss Joan Johnson

46 Elm Street

The hyphens can be ¥
omitted to use space more Doc ancis VIC 3008
efficiently. For example, [
2 April 2020 becomes fn}
20200402. | u
Time can also be Write the name, mailing address, city, state %
represented in a similar and postcode of the person to whom you are mailing the letter. 5
way using HH-MM-SS.
H?Urs e represented FIGURE 2035 Conventicns 'FO"OWEd When addFESSing an enVEIOPE
using a 24-hour clock.
FOI' ExamP'E, 2:34 P.m.
becomes 1434, . ) . ' . . .
Dt sl Bk Ta With data visualisations appearing in so many different formats, there really is a range of
these formats are easily conventions that would apply to each format.
COmParable and can be : 2 - - . . .
il Some common conventions that would improve the effectiveness of the visualisation

would include:

« clearly title the visualisation and explain its purpose

« label axes if appropriate

- use a key or legend to identify different data items
 include the name of the author and the source of the data

+ identify the units of measurement

choose colours that match the information being discussed.

Filenaming

The International Organisation for Standardisation (ISO) established date formats in 1988.
These references can be included in filenames. For example, 20200407dataVisVer2.xlxs

Data visuvalisations

[n addition to the basic design principles you should follow when creating your data visualisation,
there are a number of useful formats and conventions suitable for graphic solutions, such as
titles, text stvles, lines and arrows, sources of data and legend, and colours and contrasts.
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Formats and conventions suitable
for graphic solutions

Sources of data
and legend

Lines and
arrows

Titles Text styles Shapes

FIGURE 2.36 Formats and conventions

sl A e

In the simplest of terms, adding a title to a document makes it a dominant element. Titles
are generally styled as headings, with type that is bold and larger than the body text or
subheadings. Titles make an impression. Titles should be concise, to-the-point and easy to
say. Your title should be in larger text than the rest of your solution — perhaps at least 20pt
if the body text is 10pt. Location could be left justified at the top, or centred for greatest
emphasis. Bear in mind the F-shaped reading patterns of uncommitted readers.

j "
W =XT4 . 'S VI F-Y-
- A 4 .l LR =N

’ s M %

it f‘ T b ol

When we discuss text styles, we are essentially talking about fonts. A font is a typeface (such
as Times New Roman, Arial or Calibri) plus its attributes (such as 20pt, bold, red). You may
already know a few standard, familiar typefaces, such as:

« Times New Roman, a serif typeface. Serif typefaces have tiny marks or ‘tails’ on the end
of the horizontal and vertical strokes of each letter. Serifs are used in books for body text
and especially for long passages of text. This paragraph is in a serif font.

« Arial, a sans serif typeface. Sans serifs do not have the serifs on the strokes of each letter.
They work best for short paragraphs, large headings and online, but not for long passages of
printed text. The “T'hink about Applied Computing’ box (right) is in a sans serif font.

« Courier New, a slab serif typeface, often used in programming. Slab serifs are best used
when the focus is on function and not appearance. Slab serif fonts ensure your characters
are legible and unmistakable.

Serif fonts Sans serif fonts

Courier New Arial
Georgia Calibri
Times New Roman Helvetica
Verdana

FIGURE 2.37 Fonts with and without (sans) a serif offer different emphasis and may be suitable for titles,

axis labels, value labels and digits. Generally, sans serif fonts are clearer for readability.

Colours and
contrasts

THINK ABOUT

APPLIED COMPUTING

Compare these dates
and times using local

AU/UK, US, JP
formats and ISO8601:

US format: MM/DD/
YY

AU/UK format: DD/
MM/YY

Japanese format: YY/
MM/DD

a 20th of November
2021

b 11th of February
2020

11:59 p.m.
12 a.m.

12 p-m.
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There are other typeface styles, such as handwriting, script and decorative. You will know
decorative fonts such as Impact because it is the typeface predominantly used in memes
online. Comic Sans, a casual script or handwriting typeface, is also well known.

When you are choosing text styles for your graphic solution, keep things simple. Use a
few well-chosen typefaces, perhaps three at most, and use bold, italic, colour and point size
to set out heading levels and distinguish between ditterent types of text.

Text styles will apply some contrast while promoting a streamlined, professional appearance.
However, using many different typefaces in one space can be untidy and overwhelming.

Remember: less is still more — bigger is not always better. Really think about what needs
to be emphasised the most and what needs to be highlighted. Not everything needs to be
bold, italic and 40pt.

Lines and arrows

A line is a versatile visual element that uses only length and width. Lines can be:

Solid

b =@ e o onrew wuiiims temcumss W0 St on s e e |

Dotted LA LA A A RS AR R Rt Rt iR Rl i iRt R iRl i Rl R adlsldlddal

Broken S g — . T— R —— -

Double

Thick

Thin

Curved “
Freeform m

2.7
THINK ABOUT « Bold or thick lines work well for emphasis and for representing a structure within a space.

APPLIED COMPUTING : . —_
The thicker the line, the more it will draw the eye to the space, but the more crowded and
dentify the boxed in it will look, so use a thick line carefully.
differences _ L _ . . . 35 :
« Light and fine lines can suggest technical details but also retain a sense of minimalism.
between 5 o5
: Line thicknesses you might use range trom:
and
naming
conventions. 0.25pt
Hungarian case (.3pt
is no longer 0.75pt
recommended 1pt
when hyperlinks 1.25pt
are used. Why not? 1.5pt
Spaces are 1.75pt
discouraged in 2pt
filenames and
variable names.
Why? You can use lines in your visualisation as borders or containers for sections of text, images
or logos.
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Charts

While there are very few mandatory rules, there are some strong recommendations for
effective charts:

« Simplicity is preferred over complexity.

+ Use colour tone rather than colour variety.

« Label axes with meaningful names, include units or denominations.

- Careful choice of labelling may reduce the need for legends and keys.
+ In most cases, begin value axes at zero.

+ Cite the sources of the data on the chart.

« If choosing a pie chart, for less than six categories, clearly label each sector with name
and value. Ensure the pieces add to 100%.

« If choosing bubble chart comparisons, it is the area that is the comparison value, rather
than the diameter.

«  When plotting all the data, ensure there is clarity by highlighting the focus of interest.

Energy mnsumpﬁpﬂ 2017 Monthly energy consumption (kW-h)

=
¥ -
‘£ -
$ ".
a |
E -
- | "
z ‘ ',
8
-
g | _
L] -
& |

. ‘ |

I Febnary  Misch m Aupa?  Swteemert Oissber  Howeniber  Owetnibes

Month ‘201.” 3 Ty Tebisdy AR sowit Ragul  Septesber  OrssBer Nswesiber  Decemies

FIGURE 2.38 Simpiify charts b)r reducing borders, gric”ines and iegends. Labe“ing is often dup]icated without improving understanding =

for example, different colours for different months when the months are already labelled.

Daily energy consumption Ry—
b Ay 2017 T
T =)

-----

.....
_____

il
!

{

FIGURE 2.39 Line charts showing daily changes for January. (a) Excel default showing a colour for each of 31 days, individual colour
highlight can be achieved using Developer Controls. (b) Tableau allows simple choice of day to highlight. Both allow tooltip hover to Provide

speciﬁc values for data points.
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Structural characteristics of database and
spreadsheet software

Before we consider the formats and conventions of database and spreadsheet applications,
we will refresh our understanding of the features of spreadsheets and databases. There is a
terminology that is assumed when dealing with data, so we need to be sure we have a shared
understanding of those terms.

Cell The intersection of a row and a column, holds one item of information
T P B e B S R T o T o

Field An item of information. Column headings correspond to a field name
B L e et R

Record Data about one specific object is stored in records, and held in rows

Table Consists of rows and columns, or records and fields

StudentiD ST20-351
LastName While

a FirstName Sam
Initial S
Age 18
Subject  Specialist Maths

b

‘ StudentiD LastName FirstName Initial Age Subject
ST20-351 Vhite Sam S ' 18 "= Specialist Maths
IST20-352 Black Jess J 19 IData Analytics
ST20-353 [Green Jo J 17 Software
ST21-354 Gray CJ c 19 Visual Communitaion
ST21-355 Apricot Lou L 18 lLegal Studies

FIGURE 2.40 Database views. (a) Record view shows fields and values for one record. (b) Table view shows

records in each row and fields in each column. Note: there are no reference co-ordinates for each field value in
the table view.

I

A i t D f F
1 StudentiD FirstName LastName Initial Age Subject

1 $T20:351 Sam White 3 18 Spedialist Maths

i ST20352 Jess Black | 19 Data Analytics

4 ST20-353 lo Green | 17 Software Davelopment
5 ST21-354 d Gray c 19 Visual Communitaion
6 ST21.355 Lou Apricot L 18 Legal Studies

/

“

FIGURE 2.41 lllustration of a spreadsheet table holding records as rows, with columns as fields and values in cells

While a spreadsheet has just a table view, a database can show a table view or a record
view that shows each field value for a record.
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Cell references

Spreadsheets can be used for many purposes that involve calculations. For example,
spreadsheets can be used for account keeping or stock control, to present budget information
as part of a project, or to store and manipulate data from surveys or results of an investigation.

Home Insert Chart Design Format Draw  Page Layout Formulas Data Review View
o ; . = — B @b e :
T A calibri (Body) viiz v A & == % ~ Roniitipns) Samating
| EB > — v e Fﬁ Format as Table v
Paste v v v v e — N
e L B, &8 T O & & 3= AR “on @ Cell Styles v
Al = S
A B C D E ; G H | J K

2

WL o < O U & W ke

FIGURE 2.42 Excel spreadsheet |ayout. For examp|e, Alis the first top left cell.

By default, cell references are relative to the location of the cell. For example, if you refer
to cell AZ from cell C2, then it is referencing the same row (Row 2) and two cells to the left
(Cto A).

FIGURE 2.43 Relative Positions of cells A2 and C2

Cell references can be also be absolute. When cells are copied, the cell reference can
maintain the relative reference.

Alternatively, an absolute requirement can be imposed. The absolute reference is shown
by the dollar symbol ($). There are three possible absolute reference combinations: two
mixed references ($A1 and A$1) and one absolute reference ($A$1).

Cell naming

In Excel, a name can be given to a cell or range of cells. For example, instead of using the cell
reference Al or A1:Cl, simply use the name you have assigned to it. When referencing those

cells in a formula, just use the assigned name: =SUM(VALUES) instead of =SUM(A1:C1).

The rows and columns
collectively are called a
worksheet. A number

of worksheets can be
included in a spreadsheet
file. Speciﬁc locations in

a spreadsheet are known
as cells. The reference
convention is to list
column, then row. An
alternative is to use R1C1
notation, where rows and
then columns are listed. For
example, cell Al would be
[1,1]. There are advantages

In using RC notation.

THINK ABOUT

APPLIED COMPUTING

Search the web for
information about the

advantages of using

R1C1 and A1 notation.

Consider:

» relative references

» formulas in tables.
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TABLE 2.3 Summary of reference types when a formula containing a cell reference is copied one cell down

and two cells to the right (from Al to C2)

If the reference is: It changes to:
$AST SAS1
Absolute column The reference is absolute

Absolute row

Relative column The reference is mixed

Absolute row

$AI $A3
Absolute column The reference is mixed

Relative row

Al C1

Relative column The reference is relative
Relative row

There are several methods for creating name ranges in Excel.

Method 1: Use Define Name
Select by highlighting the range you want to name. Go to Formulas > Define Name.

Format Draw Pagelayout Formulas Data Review View

Logical Text Date& Lookup& Math&  More
Time Reference Trig Functions @ Create from Selection

FIGURE 2.44 Create a named cell range under Formulas > Define Name.

Define Name
Names in workbook:
Enter a name for the data range:
Values
Select the range of cells:
+ -

cose (N

FIGURE 2.45 Enter the chosen name and range.
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Method 2: Use the Name Box

Select by highlighting the range of cells that you want to name. Go to the Name Box at the
left of the Formula bar, then type the name you have chosen for those cells. Note that the
name created by Method 2 will apply to the entire Workbook. If you want a local name that
only applies to this worksheet, use Method 1.

‘Values - I Jx

FIGURE 2.46 Create a named range by typing directly into the

Name Box.

Method 3: Use Create from Selection
Go to Formulas > Create from Selection. Then select one or more of the options.

Format Draw Pagelayout Formulas Data Review View

T

? v A v @ v Q v 8 & 4 hasg 0 @DeﬁneNamev

Logical Text Date & Lookup & Math & More Create from Select
Time Reference Trig Functions m

FIGURE 2.47 Create a named cell range under Formulas > Create from Selection.

Create Names

Create names in:

Top row
~ Left column
Bottom row
Right column FIGURE 2.48 This method

is useful when you have Column

C"E‘”E?!_ Headers. If you choose several boxes,

then several names will be chosen

from the field names.

A spreadsheet is not a database

Many of the functions of a spreadsheet can achieve similar results to a database. For example,
each spreadsheet row behaves like a record; data and records can be sorted, searched and
filtered; and data can be extracted from other sources. The main difterence is the size of the
data set that can be manipulated. Spreadsheets require the data set to be held in the RAM of
the local computer. For Excel, this is a limit of around several million records or approximately
10 GB, depending on the memory specifications of the computer. Database applications have
no limit to the size of the files that are accessed. The efficiency of the operation — for example,
search or sort — will be affected by the complexity of the instruction and the number of records
to be processed. Processing times would be measured in hours or days in these instances.
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In 2003, the Spreadsheet
Standards Review Board
(SSRB) was established to
maintain the ‘Best Practice
Spreadsheet Modelling
Standards (BPMS)'. The
full documentation is
available as a free download
from the weblink.

Best Practice
Spreadsheet
Modelling Standards

In many business operations, where the file size is small and the number of records is only
a few hundred thousand, spreadsheets are used instead of dedicated database applications.
The opportunity for error is greatly increased if cells are left ‘open’ or inexperienced users
gain access to the master file.

Databases

Formats and conventions for database activities are not well defined. The basic rule is for
ease of use and predictability. Every database developer has their own style. The more
experience you gain with database operations, the more you can adapt to the style of the
database developer. Consistency is the strength of any convention, though exceptions may
be permitted, if the reasons are documented and recorded.

Some common conventions for databases are:

« Adopt a pattern and apply the rules consistently to tables, views/reports, columns and keys.

« Camel case is a simple naming convention to apply, where the tirst word is lower-case
and the other words start with upper-case — forExampleCamelCaselmprovesReadability.

« Include the type in the name (see Table 2.4).

TABLE 2.4

Table tbl_EnergyUse

Report rpt_EnergyConsumption
Primary key date_id

Foreign key location_id

Naming conventions are a matter of choice. Your task is to consistently apply whatever scheme
you decide on, and document what you are doing. When maintenance is required some months
later, you may be required to revisit the database scheme. To avoid frustration and wondering
what the developer was thinking, a documented naming approach is recommended.

Spreadsheets

The first SSRB standard recommends that a spreadsheet should ‘always be considered from a user’s
perspective rather than a developer’s perspective’. BPMSI1-1 Clarity of purpose must be a primary
consideration for the developer when creating workbooks, sheets and components within a sheet.
An overall approach for every spreadsheet is recommended to adopt ‘purpose-based
formatting’. In our situation, this will require distinguishing between sheet types and
worksheet cell ranges.
'T'he main ideas for spreadsheets include:

« naming sheets with descriptions of purpose
« using fill colour to define areas of sheets
« using font colour to indicate the content of a cell

« using range names to describe the content or use of the range being named (see cell
naming on pages 7/3-5)

« aligning data with the same type consistently down rows and across columns

« using number formats that are right aligned

« clearly indicating or labelling all units and denominations.
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Workbooks should be set to calculate automatically, as pressing the F9 key for manual
calculations is not widely known.

[f you are developing advanced interactive models, then the range naming prefixes will
become useful. Less complex spreadsheets will not require as many categories because the
number of range names will not be required.

TABLE 2.5 Generally, it is recommended that every workbook contains a range naming key to prevent any
potential confusion in understanding the naming system used in the workbook.

Range Type/purpose Description/purpose Prefix
Row Array Single row, multiple-column, single-area array RA_
......co|umn Array Smglecommn,mUIt'Ple_row’smgle_areaarray = CA-
Block Array “Smgle area, multlple—cell non-row, non- column array MBA_
”.MBase Cell - Single cell base cell (for INDEX Functnon or OFFSETBC_
function reference etc.)
....... L;;kups .. Nam; a |ookup tab.l.; rar.;ée OnaIOOkUPSSheEtLU_
 Hyperlnk Cell Reference  Hyperlink cellreference HL
......ChECk Box Ce" Lmk ChECk box ce“ |mk CB_
| Drop Down Box Cell Link Drop down box cell ||n|< DD_
"‘.‘.Lzst Box Cell Lmk .......... Llst box cell Imk IWLB“
.._,_.Optlon BUtton Ce" Lmk Optlon buuon ce" Imk OB_
Spin Button Cell Llnk | ' Spln button cell |1nk S_
....A.Scm” - Ce“ Lmk Scm" o Imk SB'

Source: Adapted from ‘BPMC 9-6 Range Naming Prefixes’, www.ssrb.org/resources/standards/ce/sma9/range_naming

A word of caution about using macros

In many cases, the use of macros can greatly improve the capabilities, functionalities and user-
friendliness of spreadsheets. However, they should be used with extreme care as they are not
forgiving if not recorded or written correctly. Macros are likely to inadvertently cause irreparable
damage to a spreadsheet. Backups and saved versions are essential when developing macros.

A macro recorder may be employed to create simple automated execution of a sequence of
instructions. No changes can be made to any of the objects (sheet names, range names, charts,
etc.) if the macro is to operate reliably. Macros are not recommended for calculations. Macros
will be slower than worksheet formulas and not well understood by other developers and users.

Software functions

Modern software provides developers with many tools to select and shape the data in order
to allow display and reporting of chosen trends, highlights and insights. Many of these
functions are regularly applied by advanced users as the ‘standard treatment’ of manipulating
or ‘wrangling’ data prior to reporting or display visualisations. Further processing of data
creates summaries and aggregations which can provide historical trends and allow accurate
predictions. Many visualisations can be arranged to be dynamically updated. This can occur
automatically to provide a minimal time delay between data capture, manipulation and
report being displayed. While most data is not time sensitive or volatile, many financial
transactions can be manipulated to advantage if up to the second data analysis is available.
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Advanced use of range
names allows use of an
INDEX function to
dynamically update the
worksheet data. Advanced
Excel tutorials are beyond
the scope of this textbook;
however, you could search
‘Excel INDEX function
dynamic Name Range’ on
the web to discover details
about advanced Excel
features.

High frequency trading

(HFT) accounts for 25%

of the Australian (Stock)
Market, according to the
Australian Securities and
Investments Commission
(ASIC) 2018.

HFT relies on algorithm-
driven systems designed to
automatically execute quick
trades in an effort to profit
from short-term price
movements. HFT quick
trades may be completed

in microseconds (millionths
of a second). In attempts to
leverage advantage, trading
offices have updated all
connections between
computers to use fast fibre-
optic switches, and moved
office locations, sometimes
by as little as 500 m, to
gain a few microseconds of
advantage.
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Extracting data

Data that is relevant to specific purposes can be obtained from data repositories such as
databases and spreadsheets.

Spreadsheet software

Many data sources provide data in a file format that is compatible with existing spreadsheet
software applications.
Figure 2.49 shows a data set available from the AFL Victoria website, containing all of the

R EiEEare details and locations of AFL teams and programs in Victoria. The data set is available in CSV

file format that is compatible with spreadsheet software.

$ A , JABE C B VE F , G T H : L
f = 1 Name Address Suburb Postcode State Category LGA Region
Ej = 2 | AFL Auskick - Aberfeldie Aberfeldie Primar Essendon 3040 VIC AFL Auskick Moonee Valley ( North and West Metropolitan Region
LE) - 3 | AFL Auskick - Airport West Hansen Reserve  Airport West 3042 VIC AFL Auskick Moonee Valley ; North and West Metropolitan Region
fn’ E’ 4 iAFL Auskick - Ajax Princes Park Caulfield South 3162 VIC AFL Auskick Glen Eira Southern Metro
& < 5 |AFL Auskick - Alexandra 5665 Maroondah Alexandra 3714 VIC  AFL Auskick Murrindindi Hume
4 Lﬁ 6 | AFL Auskick - Alfredton  Alfredton Reserve Alfredton 3350 VIC AFL Auskick Ballarat Grampians
c ¢ 7 |AFL Auskick - Allansford Allansford Recrez Allansford 3277 VIC  AFL Auskick Program
= [ﬁ 8 AFL Auskick - Alphington/Fairfield Northcote 3070 VIC  AFL Auskick Yarra ; Darebin North and West Metropolitan Region
G @ 8 | AFL Auskick - Altona Altona Football C Altona 3018 VIC AFLAuskick Hobsons Bay  North and West Metropolitan Region
*(r% $ 10 ﬁFL Auskick - Altona Meac Comden Reserve Altona Meadows 3028 VIC AFL Auskick Wyndham ; Hob North and West Metropolitan Region
ES 11 'AFL Auskick - Amateurs  Queens Park Oval Newtown 3220 VIC  AFL Auskick Greater Geelong Barwon S/W
;L_Ti S 12__I AFL Auskick - Anakie 2155 Ballan Roac Anakie 3221 VIC AFL Auskick Surf Coast , Gre: Grampians, Barwon 5/W
& = 13 AFLAuskick-Anglesea  Ellimatta Reserve Anglesea 3230 VIC  AFL Auskick Surf Coast Barwon S/W
© J,'T—; 14 ;AFL Auskick - Apollo Bay Apollo Bay Recrez Apollo Bay 3233 VIC AFL AuskickColac-otway  Barwon S/W
f—-n EL w 15 AFL Auskick - Apolla Parkways Greensborough 3088 VIC AFL Auskick Nillumbik ; Bany North and West Metropolitan Region |
c=ad 16 AFL Auskick - Ararat Richardson Oval Ararat 3377 VIC AFL Auskick Ararat Rural  Grampians
§ § :§ 1_7_ | AFL Auskick - Ararat North Blake St Ararat 3377 VIC AFL Auskick Program

FIGURE 2.49 Data set downloaded into spreadsheet software

Spreadsheet software also contains a feature known as a web query, which allows data to
be acquired from online data sources. One limitation of a web query is that the spreadsheet
software needs to recognise the data.

File Home Insert Draw Page Layout Formulas Data Review View Help ACROBAT Power Pivot P Search
) r [T Queries & Cannections | A v 2 Eg a 5 — E’
@[EEE R 35 @ oy |uf Y GER E B
Get From From From Table/ Recent Existing # Ay Stocks  Geography - | Z 1 Sort ity 0 Tewtto Flash Remove Data  Consoli
Data = Tet/CSV Web Range Sources Cnnnechuns Ali' 2 : ‘ ” & Advanced | Columns Fill Duplicates Validation =
Get & Transform Data Queries & Connections Data Types Sort & Filter Data Tooks
3 %
Navigator

Web View

= Table View

TR

Select multiple items

Display Options = ¥

“ hitpy//www. bom.gov.au/...
B Document

B MELBOURNE AREA

Bureay Home > Australis » Yictona > Ceservatons > Latest Weather Observations for the Meibourme Area
Latest Weather Observations for the Melbourne Area

(I} About westher observabions  Map of Welbourns ares stations  AIVIC observafions Latest VIC observplions  Lates! Coaslal VIC observalions
|DWS0900
lesued at 121 pm EST Wednesday 17 July 2019 (issued every 10 minutes, with the page automatically refreshad every 5 minutes)

Where no observation is available within the last 75 minutes, the latest observation is showm in #a/ics and colopres and removed from the table after 30 hours
Slation names link to data for the previous 72 hours, Thase observalions have nol been quslity contralied

MELBOURNE AREA

EST *C  Temp Point Hum i o ‘I\m Temp
| e RIESs *'1 IS
s | ; | time i— |
81 Nekourne 17/01:20pm 114 100 95 88 10 NW 7 11 1015.2 IJ 0 87y 128 |NNW 30 18
[ : {Olympic Park) | D4:E4am 01-02pm 01:08pm 01-08pm
o Webaurns 17/01:20pm 118 85 82 78 18 WNW1IS 17 8 9 1014200 87 127 W 43 23
O Aiped | D3:57am 01-07pm 05:32am 05 32am
:;:1 Avilon 17/01:20pm 128 74 86 81 16 WNW 28 33 15 18 1012302 90 130 NW 44 24
= o=t | 02:4Bam 01:18pm o1:11pm 01:11pm
= Cetherus 17/0120pm 126 92 20 79 18 WNW1iIF 22 9 12 - 0o 97 127 NW 44 24
= _ 07:23am 01:20pm | 10:25em 10:258m
o Coldstieam 17M1:20pm 113 94 89 8 12 N 9 13 5 7 1014200 83 ™3 N 32 17 ¥
LY TR T mr N1 - Teaen AN Elam 10 Efam
- < )
(»]
&
w
= =
1 9) Cancel
(48]
—_—
O pape—— == = ——— == — - == — — —— — = = = s e
vy 21l

FIGURE 2 50 EXBI‘TIP[E O'F a WE‘IJ qUEI'y in spreadsheet so‘Ftware
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File Home  intet  Draw  Page Layout  Formulss EE. Review  View  Help  ACRDEAT Power Pivot 2 Search
(hrrom tetrcsy [ Rt Saurces [ Queries & Connections " I Lo G Comaldae
(B Feom Wen [ bmting Conmections [27 ] ' m M i @J Z :ﬂ_ £ Remove Duplieates = :
Outs~ 151 From Table/Range A= N e an o il $F Advanced  Cohumes =5 DataVahdation = T Manage Dute Mndel
Get & haniform Data Queties b Conneiliont Data Wpet Sort & Piter Pala Tesh
@3 Y’
4 A ] ¢ 0 & ¥ e =N | ) K L
1 L) Ve Apg Tre Fhee LTt Delkn 7 W el Ty ared b e
2 {mtmw Wn:npu 14 1032 7 L] (L] NW 613 a7
3 Mefbourne Airport 17/01:30pm 114 87 %0 5 12 wsw 115 78
& Avelon v/upm 1A 53 24 ™ 14 wWNw %0 v
5 Cerberus 17/01:%00m 123 87 54 ” 19 N R 017
3 ‘m wrKem 112 88 85 () 13 ~ n2 su
7 {m 16/09:00em 104 73 88 % 08 w 15. 8-
8 Essendon Airport 17/01:0pm 111 74 10.2 - 05 wsw 200 nn
s qum 17/01:30pm - - - - - WNW 3346 1825
w}ma-h 17/01:30pm 7.0 50 70 100 00 NW 718 as
| #ranksion 17/0530pm - . - . - NW YY) 1518
Fnhuhuuun 17/05:30pm 13.2 81 93 i 20 wWNw P ua
F : A7/oua0pm 115 20 99 % og WNW Mun 1318
14 Moorabbin Airport wrsopm 19 15 26 % 21 w 0 118
15 "yl 17/oL30pm 118 88 79 n 19 NW 1228 118
16 Scoretby 17/o:30pm 104 g4 &8 w 09 W 917 59
17 | Sheoaks 17/01:30pm 1.3 55 72 n 19 wWNW 43 W3
FIGURE 251 Deata imported into spreadsheet software using a web query

Database software

Database software can also be used to acquire data from data sources. Using the external

data function, data can be imported from a range of sources and file formats, including
HTML documents, Excel, text and XML files, as well as external databases.

HOME  CREATE
——  — _ :
5 2 @& B

Saved linked Table Excel Access
Imports Manager

Import & Link

H 200% /- ©- -

All Access Obje... @ «

Search.. pe
Tables X
Tablel

FIGURE 2.52

Programming languages

EXTERNAL DATA DATABASE TOOLS
@ (7 TetFile | r-n @
(33 XML File
ODBC ved Excel
Database ‘JM'_ ' Exports
| ™ SharePoint List
be ~ T Import or Link to a
SharePoint List
I = Tal
| Data Services
: . &=A% Llinkto aData
'*’ Service
== HTML Document
. Import or link to an
HTML Document
H,J Outlook Folder
m’ Import or link to an
Outlook folder

Options to import external data into database software

Some programming languages have the capability to acquire data from external sources.
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Python

Python is a free programming language. It comes installed as part of macOS and must be
downloaded and installed on WIN OS. There are many free libraries available that provide
the ability to graph and chart data.

TABLE 2 6 Graphlcs plottlng tool hbrarles For Python

Matplothb This was the ﬁrst data wsuallsatron ||brary for Python Many other ||brar|es make use oF
these functions during analysis; for example, pandas and Seaborn

Seaborn A modern display style with improved colour palettes and formats that uses the old style
matplothb

ggplot Cop;ed across from ggplotZ For the R piottlng system and based on concepts from The

Grammar of Gruphtcs ggplot works c|ose|y wnth pandas

Bokeh A Python native library that does not rely on other libraries, also based on The Grammar
of Graphlcs There are no defauH: settlngs so every element s requrred to be deﬁned

Pygal Create interactive plots that can be embedded in HTML to be d|5p|ayed by 5 web

browser. Suitable for small data sets

Plotly Python can access the online plot.ly to create interactive graphics and offers a greater
range of chart options

Geoplotlib A dedicated |ibrary that creates maps

Source: wiki.python.org

Python can fetch (extract) data from websites. Applications can be created in Python that
will fetch data from a website based on the page’s HTML code.

Using the ‘Inspect Element’ command in a browser, you can view the HTML code
of a web page. The area that the data is located in the code can be identified and then
imported into another application. Once data has been acquired, it can be imported into
other applications, such as database or spreadsheet software.

Figure 2.53 shows a sample of Python code that will read all of the HTML code from
Google.

File Edrt Search View Encoding Language Settings Macro Run Plugins
olﬁ'B@ ° o@l @t}‘a¢|ﬂ‘h|4 2| B2
[ ~googlefetchpy El|

1 import urllib

2

3 htmlfile = urllib.urlopen("ottp://agoogle.com.au")
d

S htmltext = htmlfile.read()

&

7 print htnltexd

Python file length:114 lines:7 Ln:7 Col:15 Sel:0|0

FIGURE 2.53 Sample Python code reading HTML code from Google
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Mathematica

Mathematica uses Wolfram Language, which has inbuilt functions to display data acquired
in real time from online ‘databins’ using the data drop website. Mathematica uses online
processors so the local machine does not do the computation. Every possible graphing style
and function is built in with default settings. Detailed documentation with examples is
provided on every feature.

What is the difference between Python and Mathematica (and R)?

Python is free and open-source. Mathematica is a proprietary application and has an annual
cost associated with using the local installed program and the online Woltram cloud.
Matplot is a competing proprietary application that is used in engineering studies, while
Mathematica is used in mathematics and physics studies. R programming language is also free
and open-source. R requires a deep programming knowledge and is considered too advanced
for introductory secondary school purposes. Whether you choose a detailed programming
approach with Python or a ‘black box” approach with Mathematica will depend on a number
of local factors, including:

« student familiarity with coding Python or Wolfram Language
- time available to devote to understanding a new language
+ intended tfurther study. For example, will the knowledge be usetul in ‘later’ studies?

+ teacher preference. Students are often guided by the amount of support that their school
and teacher can provide.

Validation of data

'To make the solution accurate and reasonable, all data that is used should be validated.
This means that the original data should be manually checked for illegal data types, for
reasonableness, for correct spelling, to ensure that data fall within a correct ‘range” or that
any codes that are used are consistent (follow similar style) and reasonable (similar codes
relate to similar products).

[t is easy for data entry errors to occur during the input phase, particularly if a large
amount of data is involved. Data should therefore always be validated before any processing
occurs.

There are two types of validation: manual and electronic validation.

Manual validation occurs when the data entered are checked for accuracy by a person
rather than by a machine. Proofreading is one manual validation technique. When you
proofread data, you look for transcription errors. The data entered should be compared with
the source document to ensure that they match. Any differences observed must be followed up.

Data may be validated by computer if a validation function is contained in the software
or built into the solution to a problem. Electronic validation techniques, sometimes called
machine-validation techniques, ensure the accuracy of data and are built into software, such
as spell checkers. Types of electronic validation include range checking, existence checking
and data type checking.

A feature of modern software is the inbuilt functions that provide assurance that the data
entered will be within predetermined ranges. This validation is simple to incorporate into your
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Wolfram Data Drop
collects data in real
time from a variety of
user-defined sources

Mathematica and Wolfram
Language are available to

all Victorian students and
teachers at no cost. Further
details are available online.
Web search ‘mathematica
free Victoria Wolfram
software’.
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Note that on 1July 2019,
SSRB was superseded by

the Best Practice Modelling

Guidelines (BPMG) by
Meodano.

Spreadsheet
Standards Review
Board (SSRB)

Modano

Web search ‘Excel data

forms’. The most reliable
advice will begin with

URL ‘support.office.com’.
However, there many other
tutorials and comments
that you may find useful.

design. Usually a warning to the data entry operator will ensure the data is rejected, reviewed
and correctly entered. This will create a high level of confidence in the quality of the data.

Validation applies to both databases and spreadsheets when entering data. Data
visualisation software is designed to use data from other sources, so validation may already
have occurred. Filtering of existing data is more likely in that case.

Spreadsheets

In Excel, forms can be established when there is repetitive data entry. The cells can be
formatted to ensure the data conforms to expected ranges. Certain values are disallowed.

Alternatively, a range of cells can be identitied for a particular function. (See margin note
and weblinks to gain access to further details.)

Formulas Data Review View

" Clear EE “ g (:s‘./i E')El - ¥
- Reapply (') ' X O = E.?
2 Aencst | Comr o amdl - /EX Data Validation...

Columns Fill Duplicates
= Circle Invalid Data

E’E Clear Validation Circles

FIGURE 2.54
will be app|ied to any attempt to place data in that cell.

In Excel, choose Data > Data Validation. You are then prompted to insert a restriction, which

Excel for Windows has additional functionality that includes ActiveX and data entry
forms. It should be noted that a spreadsheet is not a database. A table of records, where each

row is a record and each column is a variable or category, may be sutficient for many purposes
when there are fewer than a million records. As well, Visual Basic is a scripting language that

allows developers to further enhance spreadsheets.

Databases

There are several database software applications relevant to VCE Applied Computing, with
others available at a significant cost.
Free database applications include:

« LibreOffice BASE
« mySQL (part of WAMPP/XAMPP install, which also includes PHP and WordPress

servers)
« Python-mySQL. (with prior experience)
« Python-R (very advanced)
Database applications for purchase include:
«  Microsoft Access
- FileMaker

«  Wolfram Language — Mathematica.
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Y.t

83

RS
5

a - Data Validation

Input Message  Error Alert

Validation criteria
Allow:

Date B Ignore blank
Data:
between
Start date:
1/1/2020 s
End date:
31/12/2023| "

Apply these changes to all other cells with the same settings

Clear All Cancel “

b Data Validation
Settings  Input Message
Show error alert after invalid data is entered THINK ABOUT
When user enters invalid data, show this error alert: APPLIED COMPUTING
Style: Title:
Warning Out of range error Open a new Excel

Error message: file.
Please re-enter the date Choose a small
In dd-mm-YYYY format range of cells.

Apply data
validation rules to
those cells for date,
time, number, etc.

Test that your data
entry conditions

k ted.
Clear All Cancel m work as expecte

Questions

1 What happens
when you applied

c validation rules

A B C D E .
o existing data
Date . Namel . Name2 . Age . Postcode . already entered

1/1/2017 into cells?

- ey Qe |
| - W
i o

1

2

3 el Owt of rarge avver How may this
E |-

5

6

' il = assist your data
- e manipulation and
' preparation for
data visualisation
charts?

FIGURE 2.55 Data validation settings and error warning message generated when data is outside speciﬁed
range. (a) Validation settings. (b) Warning message. (c) Message appears when invalid data is entered into
protected cell.
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The following examples will be in FileMaker, but the ideas apply equally to any database.

:'-.I-rrl ¥ = .

FIGURE 2.56 Database entry screen: validation for date, drop-down menu for category, open field for

comment

Once the data has been successtully entered, reports can be requested from the data set.
The simplest report is to list all records and all fields. The strength of the database is the
ability to filter on one field and assemble a report using a selection of the other fields.

FIGURE 2.57 List view indicates fields that could be used by a FIND filter.
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a & Tasks
1 1 (s
Total
Find Requests Find Cancel Find

Tasks == match entire field
! find duplicate values

< less than

= less than or equal

> greater than

= greater than or equal
... range

/I today's date

7 invalid date or time

@ any one character

# any one digit

* zero or more characters

\ escape next character

"* match phrase (from word start)
** match phrase (from anywhere)

~ relaxed search (Japanese only)

FIGURE 2.58 The FileMaker FIND filter chooses whether to include or omit the matches in the view/report.

Data visvalisation

There are several options for data visualisation software. Excel, Tableau, Google Studio
and Plot.ly all provide adequate charting opportunities to develop data visualisations and
reporting dashboards.

Validation in this context is being done after the data has been recorded, captured and
stored as a table of records or in database records. For visualisation software to deal with
data that is unacceptable tor display due to being out of range, and empty (or null) tield, the
wrong data type or in a different or incompatible unit, a filter will be applied.

A filter will cause empty or null fields to not be represented, rather than be plotted as a
zero value. It is not acceptable to assign a zero value. Zero is still a value, when the data had
no value. These null values must be found, rather than processed and permitted to create
phantom data points, which appear to be valid.

Often the only way to discover such anomalous behaviour is to perform some trials to
observe the patterns. The data sets are frequently so large that visual inspection is not possible
or productive. One technique to locate anomalous data is to conduct a histogram sort and
observe the distribution of data values. This may identify unusual outlier values, which may
not be empty (null) or zero and just data entry errors.

9780170440806

= match whole word (or match empty)

When should you choose
a spreadsheet and when a
database?

The term ‘big data’
initially referred to data
sets that could not fit
into the RAM on a
local computer. In our
case, Excel is restricted

by available RAM to

1048576 (rows) x 16384

(columns = XFD) or about

10 GB file size.

With the deve|opment of
online data streaming, ‘big
data’ can also be described
by the three ‘V factors’

* volume - large amounts
of unstructured data
that could have a file
size of tens of terabytes
or hundreds of
petabytes

. ve|ocity - the rate
at which the data
is received. Some
app“cations are
processing data in near
real time

. variety — unstructured
data consisting of a
variety of data types,
including text, images,
audio and video, which
require processing to
derive meaning from
the metadata.
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g # € > T b Key for Understanding the Data Interpreter Results

Connections Ada Use the key to understand how your data source has been interpreted.
Electricity20...mptionUPDATED To view the results, click a worksheet tab.
Microsoft Excel Note: Tableau never makes changes to your underlying data source,

Sheets D

Cleaned with Data Interpreter

Key:
ey Kb Data is interpreted as column headers (field names).

Data is interpreted as values in your data source.
B 20170101 _201..Jectrivity.c. | Data derived from an Excel merged cell is interpreted as value in your data source.
f2 Energy Consumption Data is ignored and not included as part of your data source.
&2 ENERGYCONSUMPTION DData has been excluded from your data source.
79 EnergyConsumption-Daily ”' Note: To search for all excluded data, use CRTL +F on Windows
‘ or Command F on the Mac, and then type "***DATA REMOVED***',

If the Data Interpreter has interpreted the Tableau data source incorrectly, close the spreadsheet,
and then clear the Cleaned with Data Interpreter check box from the Data Source page.
If the Tableau data source continues to be interpreted incorrectly or for general information
about why some data was removed by the Data Interpreter, refer to
Resolving Common Issues with Data interpreter Results
Help Tableau improve the Data Interpreter by emailing your file to support@tableau.com
or filing a support request with an attached file at:

http://tableau.com/support uest
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FIGURE 2.59 Tableau has a data interpreter function that removes empty/null values and ‘cleans’ the data
in preparation for visualisation.
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A turther filter function allows any field to be inspected for both range and null values.

— = = o) o - H | g
Range of values At least At most Special Range of values At least . Atmost Special
Range of values Special

~ Nt w2

© Non-null values
A : — . S S — Al values
0 6.405
| {
0 6.405

~ Include Null Values
Reset cncel ([N Reset Cancel
a b

FIGURE 2.60 Tableau data filter allows a nominated field to be checked for within range compliance and

other value outlier behaviour.

Interactive charts

Excel and Tableau have controls that can alter settings so the chart display changes on the
one screen. Data and calculations reside on separate sheets. Control settings allow choice of
variables to show a chosen slice of the data set.

Excel has Form Controls that can be inserted into a sheet and will provide user choice
of the chart and data displayed.

JANUARY 2017 [mmo w|

- - - — S S e SEh e e G e - - -

TIME OF DAY

JANUARY 2017 [mmn »|

et

-t L T T T T T T YT T OFRFETERERTRTryTymTremeEmTY™

TIME OF DAY

FIGURE 2.61 Excel charts controlled by Combo Box, Scroll Bar (slider) and List Box (drop-down menu)
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There are several choices for Form Controls.

Page Layout Formulas Data Review View Developer

AN AV §EE @ [
Button Group Combo Label Check Scroll List Option Spinner
Box Box Box Bar Box Button

FIGURE 2.62 Excel has several Developer Tools Control Forms, which provide user control of the chart or

sheet.

A clear benetit of using Form Controls to validate data entry is the reduction in typing
errors. However, wrong choices from the displayed menu items may still occur.

Energy Superpowers

In 2018 Monash Tech School introduced a Year 8 Energy Superpowers program. This
interactive program explores six energy usage profiles for the similarities and differences
on electrical energy consumption and costs.

The entire program is written in the Wolfram Language using Mathematica as the
application. The source data is held in a single Excel workbook with six worksheets with
identical layout.

Privacy considerations

The data was provided to consumers at no cost by their energy providers. Monash Tech
School acquired the data on the strict undertaking that the personal details should not be
revealed except in the broadest sense to assist with matching energy use with user profile
behaviour.

o
©  We wanted to show you what our raw
(Va "
= data points look like.
l(JJ Die Timva  userd uwerd user ] Lt 4 Wl et
<% ¢ & . Sunin2017 & 0282 0481 O 0068 0356 0328
IE.E Gueu mw many dnla pmms m ln th" el 2017 2 0.195 0.194 o D.094 0.055% 0.087
E table. SuniBA2017 3 0412 BAM O 0048 DO48 009
e) Sun | Jan 2017 4 DOPS 0094 O 0112 0045 0054
'('—) ; s . Sun | n 2017 S 0.123 D.087 0. D.0S1 0.044 o.09
U Your home's electricity meter data is SniMn3017 6 DAIZ 0081 O 008 00 008
& reported in increments of 30 minutes. LIS (PR BN 0N N DN 1S
= Sun | Jon 2017 & 0.092 0.07s 0 D.046 D.047 D.048
@ Synien2017 9 0088 007 O 01068 0035 0082
— This means each day has 48 data points. nian017 10 012 e 0 O0st  Does  oom
r‘o Sun | I 2017 11 0.0%6 D.063 o 0101 0.033 0.077
= We munip'y that by 365 days to get SuniMn2017 32 04 G0N O 0146 0046 0052
£ 17,520 bits of data for each household. suitiden2017 43 0427 006D  000L 0412 0023 0.408
& ) Sun (M0 017 14 0441 008 0062 0084 D153 0205
T That s a IOt of da‘a. Sun | Jans 3017 1S 0.08 0.037 0.127 0.052 0.028 0168
"C—') Sur i Jea 2017 16 0,08 0068 0232 009% 002 0.141
. So, over six users, and we have 105,120 bl :’ :'"u °:': ::: “‘:’ 2 °;;
f Sum | Jan 2017 18 2 Q o111 0. 0.
© readings. This is a lot of data that your Sn1Mn2007 19 0443 0069 1118 OS08 0. 0.143
- computer will need to crunch. S0 twn0 20 0A3  DOY 1301 01 017 04s3
a b

FIGURE 2.63 Data processed by the program has more than 105000 data points.
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FIGURE 264 Six user proﬁles are provided with an indication of basic details.
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FIGURE 2.65 User energy consumption shows certain user behaviour and
ho|iday periods. @
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When plotted in 3D, daily and monthly patterns across the year can be observed. The
object can be rotated to allow identification of key points and daily, weekly and monthly
activities.

FIGURE 2.66 User1,yearly

energy consumption for each

interval of 30 minutes for each day

(17520 data points)

So far, each chart is displaying raw data arranged by different time intervals. 17520 data
points are too many to consider individually. It is much better to consider summary data.

Monthly billing is a usual summary value of what retailers charge for their services.
Consumers have the opportunity to modify their energy usage if they identify daily patterns
of behaviour that consume large amounts of energy.

Manipulate the data

The energy supplier provides the half-hourly electricity usage readings in an Excel .CSV
format file. The data is arranged with the first column having an 8-digit date in 1ISO8601
format followed by 48 columns for 30-minute intervals each 24-hour day. The file has two
years of daily data, so there will be 730 or 731 rows. Manipulation requires each cell to
be validated as holding numeric data from zero value to the daily maximum. The daily
maximum could by determined by inspection of a scatter plot of all data or by using

Excel functions MAX and MIN to determine the range of data. Other useful functions for
indicating the behaviour of the data are: MEDIAN and AVERAGE.

723 20181224 0.133 0.171 0.164 0.161 0.174 0.151 0.145 0.15 0.127
724 20181225 0.178 0.182 0.18 0.167 0.163 0.158 0.142 0.142 0.13
725 20181226 0.127 0.122 0.134 0.137 0.141 0.147 0.136 0.12 0.12
726 20181227 0.351 0.281 0.208 0.17 0.165 0.16 0.154 0.147 0.152
727 20181228 0.197 0.178 0.163 0.149 0.128 0.123 0.138 0.13 0.122
718 20181229 0.181 0.153 0.131 0.13 0.162 0.124 0.117 0125 0.121
729 20181230 0.179 0.157 0272 0.19 0.161 0.161 0.134 0.123 0.138
730 20181231 0.148 0.156 0178 0.151 0.135 0.13 0.135 0.13 0.123
731 max 1.020 0,976 0923 1,191 0.716 0.769 0.674 0,639 0.692
132 min 0.085 0.083 0.074 0.074 0.069 0.070 0.073 0.066 0.066
733 average 0.258 0.224 0.201 0.188 0.167 0.156 0.145 0141 0.138
734 median 0.219 0.192 0173 0.154 0.145 0.139 0.135 0,132 0.130

FIGURE 2.67 Scope the range of the data by using Excel functions MAX and MIN

Alternatively, highlight the entire range of data, including dates to get a quick indication
of the extent of the data set.
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—— THINK ABOUT

APPLIED COMPUTING
Consider the 2017

energy usage scatter
plot in Figure 2.68.
When is the greatest
energy consumption?

ye There are 12 groups
- FIGURE 2.68 A quick scatter plot of all 2017 data. of data points, one

e .
21 el | ¥ .

\
o *-
i
-

The highest value can be determined by inspection. The foreachmonth E &

—g ' oty S S L

et

: _ 8 }
§ d ¢« ¥ ~ : ;
i 8 i b hover TOOItIP reveals the greatest 30-minute energy you estimate Loa

SERREE

'BEE i ¥ g & i
l i i i i i i i ' i consumption was on 20170114 in interval 40 with the energy might
figures unusual or

2.765 - in other words, from 7.30 p.m. to 8.00 p.m. on have bear L
Taking a closer look unexpected?

A
)

i 14 January 2017, when 2.765 kWh energy were used. Why are the January

The default setting for Excel charts will plot each interval as a series, but it is the daily
record that is of more interest. The table will need to be transposed for this view
(Copy > PasteSpecial >Transpose). The time intervals also need to be added (Edit > Fill
> Series ... > Columns > Linear > Begin0.5, StepValue0.5, StopValue24).

THINK ABOUT @

APPLIED COMPUTING

Download the 2018

Energy Consumption
file from NelsonNet,

or source your own
electricity usage

Rows O Linear : cats et
Determine:
o Columns Growth
The greatest
Date 30-minute usage
Trend AutoFill for tha SRSl

Series

Series in: Type: Date unit:

The daily usage
and identify when
the greatest usage
occurred and the
value.

Step value: 0.5
o a There is a limit
Stop value: 1 24| I imposed by Excel on
e . the number of series
that can be displayed
Cancel (255). We have 265.
We will choose to
consider the daily

FIGURE 2.69 Insert Interval step values after transposing data. ‘3‘:’“5‘-"“Pti‘:m for each
month.

2018 Energy
Consumption
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lanuary 2017 Daily energy consumption (Kw-h)

Time of day

FIGURE 2.70 Energy usage for January 2017 indicates greatest consumption of 2.765kWh was recorded
on 20170114 at 20:00 (8 p.m.) for the preceding 30-minute interval.

Keep it simple

Just because you can graph 17520 data points, should you? How can the 'story’ of the
data consumption be explained in a single simple chart? Consumers are probably not so
worried about the time of day consumption; rather, the total cost each for month will help
them to decide whether they need to change their usage behaviours.

The steps for development of the visualisation will be first to calculate daily totals, then
monthly. Bear in mind that the way retailers charge for electricity will depend on time of
day, or peak and off-peak time zones. One common peak time zone is 3 p.m. until 9 p.m.
inclusive, so after 3 p.m. is the 3.30 p.m. (or 15.5) recording until .00 p.m. or 2100 hours.

The data will be required to be processed into peak and off-peak costs. One way to
do this is to create a new sheet that refers to the energy used and is multiplied by the
corresponding tariff. A quick method of doing this is to create a duplicate worksheet, then
to insert the calculated cells in the second sheet with relative references. These can then be
copied down and then copied across to calculate daily energy costs. Break down the steps
so that you first calculate interval (peak or off-peak), then daily total, then monthly total,
Excel has a way of quickly 5 then annual energy cost. The main data of interest will be the twelve-monthly totals;
summarising a collection : : : :

however, an interactive chart that allows the user to choose the month to inspect the daily

of data by using a pivot
table. costs might also be worth considering.
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Manipulating data with Mathematica

The Monash Tech School Superpowers Program employed Wolfram Mathematica to
manipulate the data sets. A function was applied to a ’list of lists’ to convert energy
usage to costs. Daily totals were then calculated. Interactive controls allow users to
choose which consumer profile is shown. Each user has a distinctive colour assigned to

assist with identification and consistency.

@ I ” Energy Consumption (Monthly)
—_ '

1000

BOC

bt -hoarn
g

a8 , ,

Dy Couts - Pash and Off -Peat
vy igre
IPM < ON-Prak
u-.u; e - T -
: o
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' . : [ [ g N é
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FIGURE 271 Year with monthly consumption and Month with daily energy use for the apartment
Prdﬁle (in red) @

With thanks to Nell Carmona-Vickery, Director of Monash Te:
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Further development allowed application of different rates. The ‘standing rate’ is the
default rate that retailers place consumers on if they do not opt into a peak/off-peak
arrangement. The difference in costs is shown in a chart and in a table (Figures 2.72

and 2.73).
User
¥
L ]
e HE=}
A=
(%3]
o
=
o Monthly Costs
B PEAK and OFF -PEAK
ws STANDING RATE OFF PLAN
= ,.,.
5 Monthly Energy Costs (in Dollars) Monthly Energy Costs (in Dollars)
h 150 350 a0
O
S Marunly Cast § e
T Ey ™o
a
v 00
)
= 0 =
1
o
&5
o
gr) L 4 L ]
r . |
(&) . T |
o . L] . .
pa v . ’ ’ L]
. . |

e - s 4
LY |
A |
o | |
w |
A |
— O | |
X3 Ag= # Apw
T
'-:_ (. ]
- LN

FIGURE 2.72 Comparison between peak/off-peak and the standing rate. Clearly there is a difference in

the amount charged for the exact same consumption.

~
v

Monthly Costs
PEAK and OFF-PEAK STANDING RATE OFF PLAN

jan| 87.48 jan| 130.48
feb 77.07 feb| 112.79
mar 81.14 mar| 119.56
apr 96.37 apr| 148.47
may| 107.51 may| 165.24
jun| 105.69 jun| 164.07
jul| 114.64 jul| 179.32
aug| 115.38 aug| 177.87
sep| '99.36 sep| 153.78
oct 87.93 oct| 133.69
nov 88.81 nov| 132.49
dec| 89.97 dec| 134.25

1151:.37 1752.04

FIGURE 273 A simple table of values, with an

annual total, illustrates the differences as clearly as
a chart.
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Interactive Excel charts and dashboards

The interactive features of Tableau have been mentioned previously and are readily apparent
in a Tableau workbook. Excel interactivity is not so obvious, and requires some preparation.
The first step is to enable Developer Tools under Ribbon Options or Preferences. (Windows
and Mac have slightly different processes.) Once enabled, the Developer tab will appear in
the Ribbon above the Formula bar.

Several plots onto the same axes, one at a time
Open the worksheet with the intended data to be charted. Plot all the data onto the same
axes, and adjust the ‘look’ according to previously discussed design principles for charts.

* . [ ] ' ¥ . (1 - L] ] ¥ . L] . . . f i B &8 & =& W= 0w - - - - - L L -
i “ i L1 1 u ] 1 1] L] i ] M s B r . F 9 ¥ W5 U B U U B a M MY B B iy ES Y LI . = » W
i mmAWl s Tn AN S M A W Aaw e il M Baw asy amm B Tem N amEER = 8 = F 3§ E 4 B LI L 1] ® e am Lt I am i 0
AN ER AUN RN G RIM R BN RN A B S A A Al F & P ®F & B & ® ® 8§ & 3 WM 3 8 = (1) - B oA ANa e anE ahe 3
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oBEREN BN O ADF EEL RPW ORI SEW BEM RS Bl OISR 01 MO 0N B BN 00N 08 SO BON DA MY BT B B30 B 30M 4 B & @ i BN BEN BRE B BT G AW Be
GBS AME  BL AME AW AN MM BT R AOME DM AN AT ABM MMM 8 & 4 B & 4 & OAN & T MM B M B KL e " (5 R ET T AR A4S e WM AW
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FIGURE 2.74 January energy consumption with 31 days on the same axes

The task now is to plot only the selected day or day(s), also known as ‘toggling’ the chart
on/off. We could use a check box for multiple charts or an Option button for a single chart
to display this effect.

To achieve this goal, the raw data will need to be duplicated. The check box control cell
will be cell A1. The chart will be read from the duplicate, not the raw data, which is never
changed to preserve the authenticity and integrity of the data.

In this example, the simpler Option button will be used to show one day at a time.

Go to Developer > Option button.

Click onto the Worksheet to create the Option button. Control-click to open the
Formatting dialog box.
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FIGURE 2.75 Set the Cell link to $AS$1,
which will indicate the state of the Option
5w button. Each subsequent Option button will

increment the value, up to 31 days in January.

A shortcut to create the Option button is to Control-drag on the previous option
button; the value is automatically incremented. Proceed to create 31 Option buttons.

Now for the formula. In the first duplicate data cell, enter the following formula.
IF($A%$1=1, enter the corresponding raw data cell, in this case B2.

The duplicate cells have been chosen to be 40 cells below the originals for
convenience. Then enter comma NA(). This will read, it the Option button is 1, or
1/01/2017, then read the first raw data cell, otherwise reads the cell as NULL. In other
words, the cell will not plot a point on the chart.

Copy and paste the cell down, and go along cell by cell changing the ‘trigger’ value
to the Option button value for that day. For example, the next cell below will read,
IF($A$1=2,B3,NA() and the next IF($A$1=3,B4,NA() and so on until IF($A$1=31,B32,NA()).

Now click, drag and highlight B41:B72, and Copy and Paste across the remainder of
the duplicate data. All rows except one will switch to #N/A. Verify the row changes to
correspond with the chosen option button.
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FIGURE 276 For display, create an empty text box to place the Option buttons. Control-drag to highlight the Option buttons

you want to move.
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FIGURE 2.77 As the Option button is chosen, the corresponding chart is displayed.

Different charts onto the same worksheet

This is known as a dashboard. A dashboard provides a quick summation of several
worksheets. The displays can update dynamically in real-time, or some other predetermined
time interval. The sources of data can be locally held or streamed. Excel has several

streaming functions available under Data > Workbook Connections.
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Why not R and Python?
A similar treatment
could be attempted
using Python, but the
display of the processed
data will need to be
carefully considered

as Python’s charting
abilities are limited. In
contrast, Mathematica
has extensive

charting functions

and comprehensive
documentation with
worked examples.
Although the ‘R’
language is widely used in
industry, it is considered
very advanced and
beyond the reach of VCE
Applied Computing at

this time.

S,



m APPLIED COMPUTING VCE UNITS 1&2

The Stephanie Evergreen
website provides opinion
and advice on what

is considered to be a
‘good’ data visualisation.
The online tools are
useful assistance when
considering how to
improve on a chart. Five
sections are examined
to determine how good

the dataVis might be and

where it can be improved.

See the weblink.

Data Visualization
Checklist

Evaluate your data visualisation chart

There were several design principles discussed earlier in this chapter. Your assessment
task for Unit 1, Outcome 1 will be to create an effective data visualisation. So the question
becomes, ‘How do | know if my dataVis is as effective as it could be?”

Fortunately, there is an online data visualisation tool. Earlier in this chapter, we directed
you to a weblink for a matrix tool (refer to page 46) where the Stephanie Evergreen website
provides online advice with regard to qualitative charts. The Data Visualization Checklist is
hosted on the same website. It is a compilation of 24 guidelines for formatting graphs. The
checklist is a research-based collaboration by Stephanie Evergreen, Sena Sanjines, Ann
Emery and Jennifer Lyons.

The process requires you to upload an image of the visualisation to be assessed. The
figures below and on the following page show various scorecards for visualisations that
have been tested on the website.
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[‘—, -
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FIGURE 278 The chart had some highly scoring features

Partially met

=c
& 5 s Dataare labeled directly
S @
i @ a8 Data are intentionally ordered
= 3 a9 Axis intervals are equidistant
m @@
5
il @13 Color is used to highlight key patterns
=8
w &
= aie Text sufficiently contrasts background
& o
T
A a8 Graph does not have border line
s g Q19 Axes do not have unnecessary tick marks or axis lines
T
3 w

= x "
L ® @24 Individual chart elements work together to reinforce the overarching takeaway message
m
SSin

FIGURE 2.79 The chart had a few ‘nearly there’ moments and could be easily ir‘nproved.
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FIGURE 2.80 There are many areas Wlth room 'FOI' improvement.

The alternate presentation was also assessed.
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Evaluating data visuvalisation
presentations

Evaluation involves measuring how well the solution meets the information need and the
needs of a client.

Evaluation criteria

Evaluation criteria are measures that will be used to judge whether the solution meets the
information needs of the client or user.

Criteria should relate to the initial solution requirements because it all the requirements
are contained within the solution, then the information need should be met. As the criteria
are going to be used to judge the solution, they should be framed or written so that they are
quantifiable or measurable.
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FIGURE 2.82 Dynamic heat map created with OpenHeatMaP

Quantifiable or measurable criteria are measures for which satisfaction is easily
determined. An example of a measurable criterion is ‘the solution displays the visualisation
within five seconds of loading the website’. It is relatively easy to then judge whether the
solution can do this, or not.
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Evaluation criteria should also cover both effectiveness and efficiency. Effectiveness
criteria should relate to how well the solution works and if it provides the information
needed. There are a number of characteristics related to effectiveness including accuracy,
accessibility, attractiveness, communication of message, completeness, timeliness and
usability. For a solution to be considered effective, it needs to have these characteristics.
Evaluation criteria for effectiveness might include:

- population sizes of towns are represented accurately
« visualisation contains appropriate contrast, space and balance
« data used is timely and no less than six months old
« data for all towns in Victoria is included
« solution is easy to use.
Efficiency criteria relate to saving time, cost or effort when retrieving the information
from the solution. Examples of evaluation criteria for efficiency include:
« town information can be accessed within three seconds
- zooming in and out can be completed without using the keyboard

+ solution will reduce the amount of money spent on printing the data.

Evaluation strategies

An evaluation strategy involves deciding how each evaluation criteria can be measured. It
includes creating a timeline for evaluation to take place, deciding on the data required to
help judge each criterion, and looking at the way the data required will be collected and how
the data can be used to evaluate each measure.

One method to display an evaluation strategy, using one criterion for etfectiveness and
one for efficiency from the example above, is to use a table format, as shown in Table 2.7.

TABLE 2.7 The evaluation strategy

Evaluation criterion Data used must be less than 6 Town information can be accessed
months old. within 3 seconds.

Data required Date that the data was used to Time taken for a user to zoom in
create the visualisation. toa particular town and access the

town information.

Interview the staff involved in Observe a user use the solution

collecting the primary data about and, using a stopwatch, time
population to establish the date it how long it takes to access the
was collected. information of a particular town.
How the data can be used Compare the date that the data Compare the average time taken,
was collected to the current date to  over 10 attempts, to access the
determine how old the data is. information to the benchmark
(3 seconds).

A range of methods can be used to collect the data required for evaluation. We have
previously discussed using interviews, surveys and observations to collect data. In addition,
checking download speeds, counting website hits, inspecting the solution output, reviewing
error logs or timing how long it takes users to complete tasks are just some additional methods
that enable evaluation criteria to be completed.
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Evaluation report

Finally, after the evaluation strategy has been completed, the evaluation report can be written.
The evaluation report involves stating whether the solution is meeting the information need
and the needs of the user. To provide evidence for the tinal conclusion, each evaluation
criterion must be assessed to identify whether it has been achieved. If each of the evaluation
criteria has been met, then the solution can be considered a success.

TABLE 2.8 Assessing each criterion to assist in preparing an evaluation report

Evaluation criterion Data used must be less than 6 Town information can be accessed

months old within 3 seconds

Date that the data used to create Time taken for a user to zoom in
the visualisation toa particular town and access the
town information

Interview the staff involved in Observe a user use the solution

collecting the primary data about and, using a stopwatch, time

population to establish the date it how long it takes to access the

was collected. information of a particular town.
ata can be used Compare the date that the data Compare the average time taken,

was collected to the current dateto  over 10 attempts, to access the

determine how old the data is. information to the benchmark (3

seconds).
4 months 3.6 seconds
Yes No
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Essential terms

accessibiiity the extent to which a solution meets users’ needs in relation to additional
needs, disabilities or language requirements

alignment refers to text: can be left, right, centre or full. Full alignment, which is also known
as full justification, refers to text being aligned on the left margin of a column and spaced

a7 NG g i e . oL .
approprlately so that the last letter in a word on the same line is allgned with the right margin

annotated diagram a visual depiction of how a graphic representation should look; design
indicates features such as differences in font size, colour and positioning of objects; the
placement of objects must be planned so that a balanced, visually appealing and clear effect
is attained

appearance a non-functional principle requirement relating to alignment, repetition,
contrast and space

balance sym metrical arrangement of items left to right

camel case a typographic convention whereby each name begins with a lower-case letter
and subsequent words are upper-case

chart (also known as a graph) a method of displaying data visually, where the data set is
represented as symbols in the chart

constraint a restriction on what can and cannot occur in the creation of a software solution,
external to the solution itself

contrast the visual difference in colour or tone between elements on a screen; there should
be sufficient contrast between background and text or other page elements to make the
information plainly readable

convention standard that has been developed to determine the presentation of documents
and other output produced using information systems; rarely static, change over time as
changes in technology and business occur; a convention is first decided on and adopted

coxcomb chart (or rose chart) a chart that is a variation on a radar and bar chart or pie
chart

data set a collection of data with a common factor or purpose
data visualisation the presentation of datain a pictorial or graphical format

date standard a convention that states that all dates should be speciﬁed in unambiguous

format: yyyy—mm—dd

dynamic data visualisation either an interactive with some user control of the view; or one
with real-time or regular automatic updates of the data to provide the latest possible data
available

economic constraint a constraint on the creation of a software solution that relates either
to time or budget, or to both

effectiveness how well a solution meets the needs of its users, measured in terms of
completeness, readability, attractiveness, clarity, functionality, accuracy, accessibility,
timeliness, report formats, relevance, usability and communication of message

efficiency a measure of how much time, cost and effort has been applied to achieve the
intended results

electronic validation machine-validation techniques to ensure the accuracy of data, which
can be built into software, such as spell checkers. Types of electronic validation include range
checking, existence checking and data type checking

evaluation measuring how well the solution meets the information needs and needs of the
client
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evaluation criteria measures that will be used tojudge how well the solution meets the information needs and needs of the
client

fltering inclusion of certain data in, or its exclusion from, a data set. Logic functions can be applied in choosing matching data
that satisfies the conditions

flow visualisation a visualisation that involves representing data that illustrates the flow pattern of a data item or items
Form Controls Excel developer tools that change the settings chosen by the sheet or chart

format factors that govern the appearance of a digital solution, such as the typeface and background colour
functional requirements requirements of a digital solution that are directly related to what the solution will do

geospatial visualisations include data with geo—coordinates that are then overlaid onto familiar maps to indicate location and
other values; also, map-based visualisations

Hungarian case a typographic convention that uses the object type to begin the variable name. Its use is no Ionger
recommended

IPO chart (input—process—output chart) a defining diagram that shows how data is processed into meaningful information;
it identifies what data is required for the solution (input), what information the solution needs to produce (output), and the
processing steps required to transform the data into information, or the function of the solution

macro script that can automate certain actions; often used in applications to perform repetitive, predictable actions
manual validation the process of checking data entered for accuracy when done by a person, rather than by a machine
map-based visualisations visualisations that plot data onto geographic mappings; also, geospatia| visualisations

matrix visualisation a visualisation that can be used to show the composition of individual items in the sample size. In this
regard, it can be considered similar to pie charts

network visualisation a visualisation that shows relationships between different data items and relationships between
different data sets

non-functional requirements characteristics that the user or client would like the digital solution to have; often tied to
solution constraints

non-technical constraints factors that may limit or restrict solution development, specifically related to legal, social,
usability or economic factors

outlier a data point that is either much bigger or much smaller than other data points in a set of data (e.g. on a graph)
Pascal case a typographic convention that is similar to camel case, with an upper-case letter at the start

pie chart circular chart that represents 100% of a whole. Segments represent the proportion of the whole.

pivot table a feature of spreadsheets that allows quick summarising of data

qualitative data categorical or non-numerical data that has been counted rather than measured; collected through
interviews, focus groups or observation

repetition reuse of same or similar visual elements within a solution
rose chart (or coxcomb chart) a chart that is a variation on a radar and bar chart or pie chart

Sankey diagram a style of diagram used to illustrate flows of quantities by widths of arrows, typically energy flows or
production losses

space area around and between objects

Spreadsheet Standards Review Board (SSRB) a body that recommends best-practice methods for spreadsheet model
development

static data visualisation a visualisation that has a fixed view with fixed data; it does not change.
technical constraints constraints related to the hardware and software available for a pro_ject
testing process of checking that the data visualisation solution functions as expected

time visualisation a visualisation that represents a data item or data set over a period of time
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usability a functional requirement principle relating to user capabilities and the ease of use of the solution; all spreadsheet
solutions, including graphic representations of numerical data, need to be user-friendly; the user should be able to access the
required information with ease and efhciency

validation the process of inspecting data, while it is being input into a solution, to check if the data is reasonable

Important facts

Databases and spreadsheets must be organised to be effective.

Choose types of charts with care so they visualise data clearly and accurately.

Data visualisations make data patterns and relationships clearer than lists of numbers.

Dynamic interactive data visualisation manually or automatically updates data and has user interaction.
Design principles affect the functionality and appearance of solutions.

There are functional and non-functional design principles.

Functional design principles are usability and accessibility. The non-functional design principle is appearance.

Appearance includes consideration of alignment, repetition, contrast and space.

VW 0 N O O DN -

A constraint is any factor that limits the data visualisation solution.

o

Typical constraints include software limitations and data set collection conditions.

[
s

Design tools are used to represent the functionality and appearance of your solution.

X

Storylaoarcls can be used to show how the data visualisation animation might work.
13 Flowcharts can be used to show the procedure that users need to complete to create a data visualisation.
14 An IPO chart can be used to show how data is processed into meaningful information.

15 An IPO chart identifies what data is required for the solution (input), what information the solution needs to produce
(output), and the processing manipulation activities required to transform the data into information.

16 Wire frames are annotated diagrams that provide a visual depiction of how your visualisation solution should look. Wire
frame details are usually in black and white and show location, content and function.

17 A mock-up provides format information including: colour, size, font and ‘look and feel’ appearance.

18 ISO 8601 Date standard specifies that dates should be represented in the form YYYY-MM-DD. The hyphens can be

omitted to use space more ef‘ﬁciently.
19 Conventions are general rules that are followed when using a particular format.

20 Common conventions include clear title, axis labelled, key or legend used, name of the author and the source of the data,
unit of measurements shown and matching colours.

21 There are a range of software tools and functions that can be used to create data visualisations.
22 Many spreadsheet applications have a chart or graphing feature that helps manipulate the data into a visual form.
23 Google has a range of online cloud-based software tools that can manipulate data into a visual format.

24 Tableau Public is free software that can allow anyone to connect to a spreadsheet or file to create interactive data
visualisations for the web. Academic licence is available for VCE students when arranged by their teacher.
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AR KNOWLEDGE

Types and purposes of data visualisation

Review quiz
Define ‘data visualisation’.

List three types of data visualisations.

Explain the concept of geospatial visualisations.

Discuss one advantage of geospatial visualisations.

Describe a situation in which you would use a network visualisation.

Explain how timeline data differs from time series data.

N O -

Explain the purpose of a flow visualisation. Give an example to support your answer.

Design principles

8 What are the two main categories of design principles for data visualisation?

9 Explain the difference between functional requirements and non-functional requirements.
10 Define ‘functional constraint’ and ‘non-functional constraint’.

11 OQutline the purpose of a design tool.

12 Explain the difference between appearance design tools and functionality design tools.

13 List two design tools for appearance.

14 Discuss the advantage of creating a number of Iayout diagrams representing the datain a
different format.

15 Explain the purpose of an IPO chart.

16 Outline a situation in which using a flowchart would be appropriate.

Formats and conventions
17 Define ‘format’.

18 Define ‘convention’.
19 Explain the difference between formats and conventions.

20 List four conventions usually followed in data visualisations.

Software tools and functions

21 List three software tools used to create data visualisations.
22 Describe the process of validation.

23 Explain the differences between data visualisations that are static, dynamic and interactive.
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APPLY YOUR
KNOWLEDGE

1 There are two main categories for data visualisations: expianation and exploration. What is the
difference from the viewer point of view?

2 Which type of chart would you choose if the data were:
a {temperature and time}
b {stocktake data, numbers of each product}
C {temperature recorded every 5 minutes, rainfall every half hour} EnergySampleFile

d {contribution share of hours worked in a week}

3 Download the EnergySampleFile in .xlxs or .csv format from NelsonNet. Use spreadsheet
software, or an alternative, to do the following.

a Createa monthly report on energy usage.

b Estimate the cost of electricity for the chosen month where the rate for Peak is 40.2
cents per kWh and Off-peak is 17.5 cents per kWh. In addition to the usage charge, there
is a service charge of $1.02 per day. Peak is the period between 3 p.m. and 9 p.m. each
weekday. Weekends are charged at the Off-peak tariff.

List some of the assumptions you have made in calculating the monthly account.
Create a flowchart of steps for the calculation of the monthiy energy cost.

Create an |PO chart for the spreadsheet calculations.

- 0 Qo 0

Create a monthly chart showing the daiiy energy usage and a chart of the daily energy cost
using a bar chart and a line chart with two vertical axes.

g Comment on some observations about similarities and differences of the two entity values
(energy usage and cost).SampleElectricity
Consumption.csv
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PREPARING FOR

Unit

requirements and designs for which you need to
gather and organise appropriate data, analyse it
and present the findings as data visualisations.
As part of the solution development you will validate your data and apply
appropriate formats and conventions to the data visualisations.

1 OUTCOME 1 Your teacher will provide you with solution

Assessment
All assessments at Units 1 and 2 are school-based. Procedures for assessment of levels of achievement in Units 1 and 2 are

a matter for school decision.

For this unit students are required to demonstrate two outcomes. As a set these outcomes encompass the areas of
study in the unit.

Suitable tasks for assessment in this unit may be selected from the following:
» afolio of exercises or software solutions and a written report

* apresentation (oral, multimedia, visual) to present findings or software solutions.

Where teachers allow students to choose between tasks, they must ensure that the tasks they set are of comparable

scope and demand.
Reproduced from the VCE Applied Computing Study Design (2020 -2023) © VCAA; used with permission.

SAC Create a data story
A Possible culmination task for school-assessed coursework would be the creation of a data story using data visualisation

software. Students may choose from a range of teacher-provided data sets. Alternatively, students may identify a data
set and cite full details of the source.

The process of validating data, manipulating the data set and presenting a description of the data behaviour would be
the focus of the task. Students will document the development of the data visualisation from initial analysis through to
an evaluation of the effectiveness of the final visualisation. A simple journal or blog space would be sufficient to record
thoughts, steps and decisions.

Students would be expected to use suitable software (for example, Excel and Tableau) to first validate, and then
manipulate, the data set before the creation of appropriate charts to convey a story about the data. While the data set
will be static, the presentation may provide users with choices to select views of the data. This may be achieved through
interactive controls or by having several charts accessed by a menu.

Clarity of design and ease of operation will be key performance criteria.

The format for submission will be discussed with your teacher. A range of possible formats are feasible, and local
considerations will determine the final requirements.

Your teacher will also provide assessment criteria, a range of appropriate data sets or a source of data sets, journal or
blog space details and a timeline for completion of the Unit 1, Area of Study 1, Data visualisation SAC.
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CHAPTER

On completion of this chapter, you will

be able to demonstrate knowledge of:

Digital systems

functions and capabilities of key
hardware and software

components of digita| systems
required for processing, storing and
communicating data and information

Data and information

characteristics of data types

types of data structures

Approaches to problem solving

features of functional and non-
functional solution requirements,
constraints and scope

design tools for representing the
functionality and appearance of solution
designs such as data dictionaries, mock-
ups and pseudocode

naming conventions for solution
elements such as files, functions,

methods and variables

project plans to coordinate and monitor
the tasks, including sequencing and time

allocation to create software solutions

Reproduced from the VCE Applied Computing Study
Design (2020-2023) © VCAA; used with permission.

Designing software

This chapter relates to VCE Applied Computing Unit 1, Area of Study 2:
Programming. It introduces basic programming concepts such as
software development tools, functions and capabilities of software and
hardware, design tools, types of programming languages, and universal
programming ideas such as pseudocode, data types and data structures.
You will also begin learning a specific programming language that you
will use to develop a response to a design brief for Unit 1, Outcome 2.
This will involve the creation of a project plan as well as responding to a
design brief in relation to functional and non-functional requirements,
constraints and scope. You will also need to design and apply suitable
testing and debugging techniques as well as evaluate the effectiveness of
your solution and project plan.

This chapter introduces students to some of the universal theoretical
concepts behind programming that are required for Unit 1, Outcome 2.
It does not assume knowledge of, or use source code from, any actual
language. Little previous programming experience can be expected from
many students, so it is important to introduce the chosen language

to them early and give them time to build on their skills. Unit 1,
Outcome 2 requires that students apply all stages of the problem-solving
methodology to design, develop and evaluate a software solution in
response to a design brief provided by their teacher. This design brief
should include functional and non-functional requirements, constraints
and factors that determine scope. It should be written to allow students
to draw on knowledge of basic programming concepts, such as storage,
logic, loops and calculations. Programming concepts such as logic, loops
and calculations are covered in detail in Chapter 4. Students should
comp|ete a project plan as part of this outcome.
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Information systems
in programming

Information systems comprise people, data, processes and digital systems. In the context of

programming, the key parts are:

1

people, who interact with systems according to their needs, such as programmers, data
entry operators, system managers, technicians and end users

data, which is composed of raw, unprocessed facts and figures, such as someone’s date of
birth, that is used as input to be processed into meaningful information as output, such

as someone’s ag¢e

processes, which are the manual and automated ways of achieving a result, such as a
manual data backup or an automated hard disk error scan

digital systems, which are made up of the hardware and software needed to support
programming and software use.

Digital systems are made up of the following components:

networks, which exchange data between devices

protocols, or rules used to coordinate and standardise communication between devices

application architecture patterns, which are sets of principles used to provide a framework
for structuring solutions to recurring problems. For example, a thin client is a lightweight
computer that has been optimised to work with a server-based computing environment;
the server does the majority of the processing and computing. This application
architecture was born out of the belief that, rather than use powerful computers, it is
better to use ‘dumb’ workstations connected to a powerful central computer that does all
the processing work for them

software, which comes in three types: systems, applications and utilities

hardware, or physical equipment for input, output, storage, processing and communication.,

The following section will discuss in more detail the hardware and software components

of digital systems.

Functions and capabilities
of hardware

The physical components of digital systems are known as hardware. They include familiar
items such as the monitor, mouse, hard disk drive (HDD), motherboard, graphics card and

SO OI1.

Hardware requires software instructions to control it; software requires hardware to carry

out its instructions. They work together to form a usable digital system.

Hardware falls under a number of categories, including:

input devices, which are peripherals, such as keyboards, mouses, styluses, scanners and
data loggers, that enable users to send data and commands to software and the operating
system
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« output devices, which are peripherals, such as printers and monitors, that display information
from a computer in human-readable form

« processing hardware
« storage hardware

« communication hardware.

The tollowing sections cover processing, storage and communication hardware in greater
depth.

Processing hardware

The key element of programming hardware is the processing hardware —the digital processor
that converts data into information and controls all the other hardware in the system.

CPU

The central processing unit (CPU) is often thought of as the ‘brain’ of a digital system and it
handles most of a system’s data manipulation. The CPU is helped by other processors, such
as those in the video card, hard disk drives and audio controller chips. Major CPU designers
include Intel, AMD, ARM and IBM.

Reduced instruction set computing (RISC) CPUs, such as ARM, have smaller
instruction sets than complex instruction set computing (CISC) CPUs, such as Intel’s i7.
Being cheaper and smaller, and therefore drawing less power and producing less heat, makes
RISC CPUs ideal for use in smartphones and tablets.

GPU

The graphics processor unit (GPU) is a very fast and expensive processor specifically
designed for high-speed image processing in graphics cards. Application software, such as
Adobe Photoshop, video editors and 3D games, exploits GPU power to accelerate processor-
intensive calculations.

Storage hardware

Storage hardware retains data and software for both immediate and later use. It comes in two
main types: primary storage and secondary storage.

Primary storage

Primary storage is a computer’s random-access memory (RAM). It has billions of storage
locations in silicon chips. RAM stores instructions and values including variables, arrays and

other storage structures when programs are running or